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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3126

66. 249. 64. 191 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 31

180. 97. 106. 161 Chi na 147.237.76. 39 nobi l e.neitav.idf.il|Bock Np Al Net drop 1

180. 97. 106. 161 Chi na 147. 237.76. 44 e.refuah.idf.il Block Np Al Net drop 1

146. 185. 239. 100 Russi an Federation 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1




01-01-2016-05:04:00 to 01-01-2016-06:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site Sgnature Devi ce Action |Count |
52.1.90.117 Lhited Sates 147.237.77. 216 |dover.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
185. 130. 5. 224 147.237.77. 226 |wnwn, chanat z. aka. i df . i | |16634: HITP. Apache HTTP Server nod_status Request [Bl ock 1




01-01-2016-05:04:00 to 01-01-2016-06:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
180. 153. 104. 125 147. 237. 76. 196 Chi na esvivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
80. 34. 149. 120 147.237.77. 179 Spai n e mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 155. 203. 54 147. 237. 76. 197 Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
58.137. 231. 190 147.237.0.33 Thai | and idf.il ET SCAN NVAP -sS wi ndow 1024 1
189. 50. 11. 43 147. 237. 76. 197 Brazl e hinush.idf.il ET SCAN Potential SSH Scan 1
189. 50. 11. 43 147.237.0. 35 Brazil akavs. i df .i | ET SCAN Potential SSH Scan 1
189. 50. 11. 43 147.237.0. 16 Brazil ny- kosher -kravi . i df i ET SCAN Potential SSH Scan 1
185. 130. 5. 239 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
180. 153. 104. 125 147. 237.76. 196 Chi na e svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
80. 34. 149. 120 147.237.77.179 Spai n e nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 155. 203. 54 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
61. 155. 203. 54 147.237.0. 35 Chi na akavs. i df .i | ET SCAN Potential SSH Scan 1
189. 50. 11. 43 147. 237.72. 167 Brazil i shuri maka.idf.il ET SCAN Potential SSH Scan 1
189. 50. 11. 43 147.237.0. 19 Brazl nadi matal .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 239 147. 237.77. 170 naar achot . i df . i ET SCAN Potential SSH Scan 1
185. 130. 5. 239 147.237.0. 16 ny- kosher -kravi . i df i ET SCAN Potential SSH Scan 1




01-01-2016-05:04:00 to 01-01-2016-06:04:00

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33. 231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 36
s SWNretransmit wth different )
99. 238. 77. 47 Canada 147. 237.77. 170 |mmar achot . i df . i | Bad TCP sequence wi ndow scal e mnitor |31
132.64.30.159  |Israel 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence SNretramsmt wih different —pnivor |10
w ndow scal e
s SN retransmit wth different )
79.183.149.53 |[Israel 147. 237.77. 170 |mmar achot . i df . i | Bad TCP sequence wi ndow scal e monitor |10
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |6
Sreaming Engine: TCP Invalid i i ssi
79.177. 145. 242 |1 srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
Sreaning BEngine: TCP Invalid i i SSi
199.30.25.213 |Wited Sates |147. 237.76. 200 |ei tan. aka. i df . i | 9 =g Inval id segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
reaming Engine: TCP Invali i i ssi
87.68.51.148  |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
217.132.0.74  |israel 147.237.77. 243 |nobi L e.i df i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Russi an o Sreaning Engine: TCP Invalid|invalid segrent retransmission.
141.8.132.112 | oo 147.237.72. 166 |aka. i df .i Ret r ansm ssi on Packet dr opped. drop 3
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
45. 55. 53. 138 147.237.77. 176 |nat pash. i of . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
46. 19. 86. 18 I srael 147.237.77. 216 |dover.idf .il drop First packet isn't SWN drop 2
149. 78. 102. 159 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |2
46. 19. 85. 118 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |2
Sreaning BEngine: TCP Invalid i i SSi
37.142. 165. 232 |l srael 147.237.77. 233 |atal i of . i1 9 =g Inval id segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
Sreaning Engine: TQP Invalid i i Ssi
204.12.251.37 |Wnited Sates |147.237.72. 166 |aka idf. il g =g Invalid segnent retransmssion. | 2
Ret ransm ssi on Packet dropped.
46. 19. 85. 248 I srael 147.237.77. 243 |mobi | e.i f . i | Bad TCP sequence Inval i d AGK nunber noni t or
195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
146. 185. 239, 102 R‘SIS::I”im 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
72.65.52. 24 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
184.105.139. 72 |wited Sates [147.237.8.50 e tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 86. 18 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
5.28.173.221 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
199.30.25.150 |Uhited Sates [147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 1
149. 78. 102. 159 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 1
72.69.229. 93 Lhited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
216.218.206. 110|lhited Sates [147.237.72. 167 |ishurimaka.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 84 |Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
24.26.253.10 Lhited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
199.30.25.150 |UWited Sates |[147.237.77. 216 |dover.idf.il Bad TCP sequence SINWACK retransmt with monitor |1
different w ndow scal e
74.82.47.36 Lhited Sates |147.237.0.17 F’I”Iy kosher-kravi.id oy At ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 118|Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184.105. 139. 104|Wnited Sates [147.237.8.27 |enadimatal.idf.il  |Geo-1ocati on enf or cerent Sﬁfolrggﬁ;ton  nbound drop 1
65.55.210. 150 |lhited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 1
46. 19. 85. 198 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |1
: R SYN+tACK retransnmt wth .
65.55.210. 150 |Uhited States  |147.237.77. 216 |dover.idf. il Bad TCP sequence di fferent vindow scal & monitor |1




01-01-2016-05:04:00 to 01-01-2016-06:04:00

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85. 64. 165. 12 I srael 147.237.72. 166 |aka. i df . i | Mitiple I11egal Byte Gode Character in URL from85. 64. 165. 12 Bl ock
66.249.64.177 [Israel 147. 237.76. 147 |chi nuch. aka. i df . i | |Unhauthorized URL Access to www chi nuch. aka. i df.il/404. ht m Bl ock
149. 88. 140. 93  |Israel 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/sachar/index B ock
Lhi ted . . DO stributed Whaut hori zed URL Access on
204.13.200.200 fo . o 147.237.77. 216 |dover. i df .il v i dff i 1/ 1133 22638- hel dover . aspx. Bock |2
Lhi ted . . O stributed Uhaut hori zed URL Access on
173.245.81. 49 |g o o 147.237.77.216|dover . i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
65.75.122. 147 |Bahamas 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
Lhi ted . . O stributed Uhaut hori zed URL Access on
208.184.112.74 o o 147.237.77.216|dover.idf .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Lhited . . O stributed Whaut hori zed URL Access on
107.178.194.83 g o 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bock |1
i m ny- kosher - kr avi .
74.82.47. 4 Wi ted 147.237.0.17 |V Uhaut hori zed URL Access to 147.237.0. 17/ Bock |1
Sates idf.il
46.19. 85. 61 I srael 147.237.77. 216 |dover.idf . il Abnormal |y Long Request request version Bl ock 1
195. 154. 227. 118|France 147.237.77.216|dover.idf .i | Dstributed Il1egal HITP \ersion B ock 1
85. 250. 208.38 |[Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ xni r pc. php Bl ock 1
65.75.122.147 |Bahamas  |147.237.77.176 |nat pash. i df .i | Uhaut hori zed URL Access to www cogat . idf.il/xnirpc. php Bl ock 1
217.132. 136. 226 |1 srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
Lhi ted . . O stributed Uhaut hori zed URL Access on
107.178.194.87 |g o o 147.237.77.216|dover . i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
79.180. 186. 60 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS At ack None
46.19. 85. 61 I srael 147.237.77. 216 |dover.idf .i | Dstributed |l1egal HITP \ersion Bl ock 1
Lhi ted . . Uhaut hori zed URL Access to
199.16.156. 124 Sates 147.237.77. 216 [dover . i df . i | wan i df il /sip storage/fil es/ 6/ si ze220x0/ 13696. | pg Bl ock !
104. 172. 142. 227 g“;:s 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to wwwi i df . il/894-en/i df gdover. aspx Bl ock 1
80.246. 136. 162 | srael 147.237.72. 166 |aka. i df . i | g;;'cf’r'])e Untraceabl e SS9 Sessions from80. 246. 136. 162 (nknown S |0 |y
Mal formed URL
46. 19. 85. 61 | srael 147.237.77.216|dover.i df .i | _pk_i d. 20. 8af c=e195ab7a512444f 4. 1428323478. 8. 1451619075. 145161 |B ock 1
9075. ;
Lhi ted . . O stributed Uhaut hori zed URL Access on
204.13.200.200 g o 147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Lhited . . O stributed Whaut hori zed URL Access on
107.178.194.79 |g . oo 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bock |1
Lhi ted . . Uhaut hori zed URL Access to
68.180.228.112 g o 147.237.77.216|dover.idf .il i df i 1/1283- 13974- en/ dover . aspx&@bw=1 B ock 1
Lhited . . O stributed Whaut hori zed URL Access on
173.245.81.40 g oo 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bock |1
85.64.165.12  |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte (e Character in URL /mainkapatz//res Bock |1
our ces/ i mages/ i nner page/ goback. gi f
Unknown HTTP Request Met hod
WBG 95ROOr ZpGl 44YMBNUOi OEwn7t hnVOD2j Kv CdHXwWVB2LZROnbHh8s AF
46. 19. 85. 61 | srael 147.237.77.216 |dover . i df . i | hQangcHpkMXR2Doj & %26s%8D1%22%D; in URL Bl ock 1
_pk_i d. 20. 8af c=e195ab7a512444f 4. 1428323478. 8. 1451619075. 145161
9075.
Lhi ted . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |g o o 147.237.77.216|dover.idf .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
68. 180. 230. 244 g‘;tt:: 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
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