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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3047

66. 249. 64. 191 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 73

82. 166. 85. 150 | srael 147.237. 76. 86 navy.idf.il L4 Source or Dest Port Zero drop 3

204. 42. 253. 2 Lhited Sates 147.237.76. 44 erefuah.idf.il |[Block Np Al Net drop 2

113. 134. 69. 27 Chi na 147.237.76. 177 ncore.idf.il Bl ock Up Al Nets drop 2
36.2.118.120 Japan 147.237.76. 177 ncore.idf.il Bl ock_Up Al _Nets drop 2

107. 150. 98. 124 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock_Ulp Al _Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 196 e.sviva.idf.il |Bock Udp All Nets drop 1
141.212.122. 208 Lhited Sates 147.237.76. 198 e.yohal an.idf.il|B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
162. 222. 185. 165 147. 237.76. 177 Wited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.76. 34 Lhited Sates yohal an. i df . il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.77. 216 Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
14. 29. 32. 201 147. 237.76. 198 Chi na e.yohal an.idf .il ET SCAN Potential VNC Scan 5900- 5920 1
14. 29. 32. 201 147. 237. 76. 148 Chi na gacenter. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
14. 29. 32. 201 147. 237. 0. 200 Chi na mdu. i df il ET SCAN Potential WNC Scan 5900- 5920 1
185. 130. 5. 239 147.237.0. 17 m ny- kosher -kravi .i df .i| ET SCAN Potential SSH Scan 1
14. 29. 32. 201 147.237.0.16 Chi na ny-kosher-kravi . i df . il ET SCAN Potential VNC Scan 5900- 5920 1
172. 98. 200. 238 147. 237.77. 233 atal.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
168. 62. 238. 153 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 222. 185. 165 147. 237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN Potential SSH Scan 1
66. 55. 23. 99 147.237.0.17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
14. 29. 32. 201 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
14. 29. 32. 201 147.237.76. 31 Chi na nakchal . i df.il ET SCAN Potential WNC Scan 5900- 5920 1
14. 29. 32. 201 147.237.0. 17 Chi na mny- kosher -kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
172. 98. 200. 238 147.237.77.233 atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
12.139. 41. 189 147. 237. 76. 148 Lhited Sates gacenter. aka. i df . il ET SCAN NVAP -sS wi ndow 1024 1
172. 98. 200. 238 147.237.77. 233 atal.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker
Country

Devi ce

Attacker Address Action

Target Address |Ste Signature

‘Count

SWNretransmt wth different

80.178.97.108 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence . nonitor |76
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
80.178.97.108 I srael 147.237.77. 234 |hal ag i o . i | Bad TCP sequence SN retransnmt wih different monitor  [25
W ndow scal e
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
79.181. 4. 196 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACGK nunber rmoni t or
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonit or
Sreaning Engine: TQP Invalid i i ssi
128.127.107. 126|Netherl ands ~ |147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
79.181. 4. 196 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
171.97.33.114 |Thail and 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
184.91.98. 17 Lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor (4
77.125. 99. 52 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
189. 209. 237. 223|Mexi co 147.237.77.170 |nmarachot.idf.il  |Bad TCP sequence SN retransnt wih different monitor (4
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
157.55.2.141  |wited Sates  |147. 237. 76. 200 [ei tan. aka.i df .i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
128. 127. 107. 126|Net her | ands 147.237.0.15  |kosher-kravi.idf.illdr op First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
79.177.32.224  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
207.241.225.185|Whited Sates  [147.237.77. 216 [dover.idf.il drop SAMrule drop
128.242.249.11 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
109.67.109. 41  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
121. 74. 251. 232 |New Zeal and 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 190 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor 2
37.46.39.73 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor 2
94.230.86.130 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 86. 237 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218.206.96 |Wnited Sates |147.237.76.202|e.halag.idf.il  [Geo-1ocation enfor cement Si?o'rggi'nf” I nbound drop 1
46. 19. 85. 183 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
184. 105. 247. 223|lhited Sates  |147.237.0.33 |idf.il drop drop
5.39. 93. 143 France 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
146. 185. 234. 48 RJSf;;”ion 147.237.0.34 |tikshuv.icf.il  |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
101. 198. 159. 31 |Chi na 147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect
54.186.248.49 |nited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Feiled to handl e connection data  |neni tor
198. 20. 69. 74 Lhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 102|Wni ted Sates  |147.237.77.178 |le.matpash.icf.il  [Geo-1 ocation enf or cement Si?o'rggi'nf” I nbound drop 1
46. 19. 85. 183 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 223|nited Sates  |147.237. 77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect
35.0.127.52 Lhited Sates |147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
Russi an . R SYNHAK retransmit with different .
146. 185. 234. 48 er ati on 147.237.0.34 |tikshuv.idf.il Bad TCP sequence i ndow scal e noni t or 1
104. 173. 245. 205|Wnited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 1
; . . SYNretransnit wth different .
204.79.180.110 |lWhited Sates 147.237.77. 170 |marachot.idf .il |Bad TCP sequence vi ndow scal e noni t or 1
43.250. 157. 187 [Japan 147.237.77. 216 |dover.idf. i1 Bl ock HITP Non Conpl i ant Failed to handl e connection data  |nonitor 1
216.218. 206. 124|lnited Sates  [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 18. 206. 194 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
146. 185. 239. 102 R‘F Sf:;”ion 147.237.77.19 |lawforumidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104. 173. 245. 205|Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
45. 35. 64. 142 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
85. 65. 182. 203 |l srael 147.237.77. 234 |hal ag.idf. i1 Bad TCP sequence I'nval i d ACK nunber noni t or 1
46. 19. 85. 190 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
219.94. 192. 47 |Japan 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 219. 94. 192. 47 B ock 5
109.186.59.7 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
146. 185. 234. 48 :Z:::t”ion 147.237.0.34 |tikshuv.idf.il [Mitiple Uauthorized URL Access from 146.185. 234. 48 B ock 2
’ . ] D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
) . - D stributed Lhaut hori zed URL Access on
107.178.194. 87 Wited Sates  [147.237.77.216 |dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
68.180.228. 175 |Lhited Sates  |147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
181.50. 76.50 |Col onbi a 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
Anonynous . . O stributed Unaut hori zed URL Access on
93.115.95.206 |5 o 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
52. 35. 98. 61 Lhited Sates  [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock
207.46.13.66 |lnited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock
. . . Unaut hori zed URL Access to
114.97.58.24  |China 147.237.77. 176 |mat pash. i df . i | vaww cogat i df . i 1/896- hel cogat . asp/ t r ackback/ B ock 1
79.180. 186. 60 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
219.94.192. 47 |Japan 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover . i df . i | I11egal HITP \ersion HITH B ock 1
93.172.174. 191 |Israel 147.237.77.243|nobi | e. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
54.186.248.49 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
207.46.13.71 |Whited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw idf.il/1283-18774-en/ dover. . .for B ock 1
79.181.4.196 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
) . . O stributed Unaut hori zed URL Access on
204.13.200. 200 |Whited States  [147.237.77.216 |dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.97 |[Israel 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
) . - D stributed Lhaut hori zed URL Access on
208.184.112.74 |Uhited States  [147.237.77.216 |dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Russi an Unaut hori zed URL Access to
146.185.234.48 |~ o 147.237.0.34 [tikshuv.idf.il [tikshuv.idf.il/tenpl ates/ news/ news.in. aspx/tenpl at es/ sendt of ri end/ sendt [Bl ock 1
of ri end. aspx
80. 246. 136. 162 [l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e QGonnection - ULhknown SSL Sessi on None 1
) . - D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Lhited States  [147.237.77.216 |dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 78. 166 |Israel 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to v i df .il/1283-16782-en/ dover.aspx"lt. |B ock 1
’ . - D stributed Lhaut horized URL Access on
208.184.112.74 |Lhited Sates  |147.237.77. 216 |dover. i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
176.13.4.130 |[Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
80. 246. 136. 162 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] . - URL is Above Root Directory
35.0.127.52 Lhited Sates 147.237.77.216|dover. i df . i | www idf.il/../shared/ clientscripts/jquery/jquery-1.4.2.nmn.js B ock 1
207.46.13.17 [lnited Sates [147.237.76.31 [nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ robots. t xt B ock 1
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