01-01-2016-02:04:03 to 01-01-2016-03:04:03

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M aka.idf.il

M nobile.idf.il

M halag.idf.il

M navy.idf.il

B naarachot . idf.il

W atal.idf.il

M nat pash. i df . i
refuah.idf.il

B ww chanat z. aka. i df . i |

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

B 167. 114. 156. 16

41.33.231.90
W 32.212.12. 79
79.183.21. 15
N”'éber W 207. 241. 225. 185
At t acks M 46. 19. 85. 165

I 66. 249. 66. 48
M 66. 249. 66. 90

67. 55. 90. 132
% 2 ) &) o 3 o 46. 19. 85. 250
R AL S =
Voo °© © P
Voo @ R % >
» e © © A ©
A v S < © P
P

Top Attackers



01-01-2016-02:04:03 to 01-01-2016-03:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3100

66. 249. 78. 62 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 874

198. 20. 69. 98 Lhited Sates 147.237.76. 198 e.yohal an.idf.il|B ock Wdp All Nets drop 1

106. 75. 199. 186 Chi na 147. 237. 76. 198 e.yohal an.idf.il|B ock Wdp Al Nets drop 1
52.16.5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
79.138.70.153 |147.237.0.35 [Sweden akavs. i df i ET SCAN Potential SSH Scan 1
61.240.144. 65 |147.237.77. 243|Chi na nobi | e.i df il ET SCAN NVAP -sS w ndow 1024 1
190. 249. 184. 162|147. 237. 76. 200 |Col onbi a eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
118. 68.179. 139 [147.237.8.50 |V etnam e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
113. 59. 33. 61 147. 237.77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236. 114 [147.237.76. 177 |Wkrai ne ncore.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
82.211.60.156 |147.237. 76. 200 |Ger many eitan aka idf.il ET SCAN NMAP -sS wi ndow 2048 1
79.138.70.153 |147.237. 76. 177 |Sneden ncore.idf.il ET SCAN Potential SSH Scan 1
79.138.70.153 |147.237.76.30 [Sweden hi nush. i df i | ET SCAN Potential SSH Scan 1
79.138.70.153 [147.237.0.16 |Sweden ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.77.170|Chi na naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
168.169. 16. 15  [147.237.0.19 |Wited Sates |nadimatal.idf.il ET SCAN Behavi or al Lhusugjly fast Termnal Server Traffic, 1

Potential Scan or Infection

113. 59. 33. 61 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
91.201. 236. 114 |147.237. 76. 177 |krai ne ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.211.60.156 |147.237. 76. 200 |Ger many eitan aka idf.il ET SCAN NMAP -sS wi ndow 4096 1
82.211.60.156 |147.237.76. 200 |Ger many eitan aka.idf.il ET SCAN NVAP -f -sS 1
79.138.70.153 [147.237.76.31 |Sweden nakchal . i df il ET SCAN Potential SSH Scan 1




01-01-2016-02:04:03 to 01-01-2016-03:04:03

|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature z\t”i(c:)i
41.33. 231. 90 Egypt 147.237.77. 216 |dover.i df .i drop SAMrule drop 35
S ream ng Engi ne: TCP i i ssi
79.183.21.15  |Israel 147.237.77. 243 |mubile.i o i1 mng Engine: 1 Invalid segnent retransmssion. . 18
Inval id Retransm ssion Packet dropped.
207. 241. 225. 185|Lhited Sates 147.237.77. 216 |dover.i df .i | drop SMrule drop 18
Sreaning Engi ne: TCP Invalid segnent retransnission
66. 249. 66. 90 Lhited Sates 147.237.76.86 |navy.idf.il . .. " |drop 12
Inval id Retransm ssion Packet dropped.
Streamng Engi ne: TCP Invalid segnent retransnission
66. 249. 66. 48 Lhited Sates 147.237.77. 234 |hal ag.idf .i ) - " |dro 12
0 Inval i d Retransmission Packet dropped. P
32.212.12.79 Lhited Sates 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 10
32.212.12.79 Lhited Sates 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |10
46. 19. 85. 165 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.29.221. 102 I srael 147.237.77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 144 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engi ne: TCP i i ssi
46.19. 85. 38 I'sr ael 147.237.72. 166 |aka.i df . mng gl ne. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
S ream ng Engi ne: TCP i i ssi
66.249.78.146 |lnited Qates  |147.237.72. 166 |akaidf.il mng Engine: 1 Invalid segnent retransmssion. . 6
Inval id Retransm ssion Packet dropped.
94.230.87.71  [israel 147.237. 77. 170 | naar achot . i f .i Bad TCP sequence S retransmt wth different —|ophitor |6
w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |noni t or
S reaning Engi ne: TCP i i ssi
199.30.25.24  |wited Sates  [147.237.72. 166 |aka i of .il mng gl ne. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
213.57.212.88 |[lIsrael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 165 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 86. 14 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber moni tor (6
67.55. 90. 132 Lhited Sates 147.237.77. 176 |nat pash. i df .i| SYN Attack SYN -> SYN-ACK -> Tineout |[reject 5
5.175.26.46  |Germany 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt wih different —opniior s
w ndow scal e
67.55.90.132  |lWited Sates  |147.237.77.226 :"“”“Cha"atz'aka' taf-TlsyN At t ack SYN -> SYN-ACK -> Tineout [reject 5
195. 34.150.18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data |moni t or
46. 19. 85. 250 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engi ne: TCP i i ssi
109. 253. 195. 72 |Israel 147.237.77. 243 |nobil e.i df . mng Engine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransmission Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46. 19. 85. 250 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber aert 3
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
46. 19. 85. 250 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
S reanmng Engi ne: TCP i i ssi
192.116. 54. 117 |Israel 147.237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
79.180. 202. 192 |l srael 147.237.72. 166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 3
S reaning Engi ne: TCP i i ssi
5.22. 130. 64 I'srael 147. 237.72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
185. 89. 217. 225 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpli ant Failed to handl e connection data|nonitor |2
109.64.23.114 |Israel 147.237.77. 170 |nmarachot . i df . i Bad TCP sequence Sretransmt with different oo o |
w ndow scal e
R SN retransnmit wth different
5. 175. 26. 46 Ger many 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e aert 2
S reaning Engi ne: TCP i i ssi
66.249.79.133 |lnited Sates 147. 237.76. 200 |ei tan. aka.i df . i mng tngine. 1 Invalid segnent retransmssion. |, 2
Inval id Retransm ssion Packet dropped.
Iran, Islamc R .
95. 38. 61. 199 Republ i ¢ of 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 2
132. 66. 237. 115 |l srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
84.111.55. 83 I 'srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
95. 38. 61. 199 IF;;EH i'i'g‘f""c 147. 237.77. 216 |dover. i df . | Bad TCP sequence Inval i d ACK nunber moni tor  [2
Anonynous . . . .
8.37.228.77 Pr oxy 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
101.198. 159. 31 |cni na 147.237.0.17 |V kosher-kravi. 1d lqyN At t ack SYN -> SYN-ACK -> RST rej ect 1
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
190. 162. 230. 204|Chil e 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject
87.69.197.5 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |1
67.55.90.132  |Uhited Sates  [147.237.77. 226 | VW Chamatz.aka. 1dl. 1 py 1p sequence SINGACC retransmt with monitor |1
| different w ndow scal e
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
185. 89. 217. 226 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Failed to handl e connection data|nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
32.212.12.79 Lhited Sates |147.237.72.166|aka. i df .il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 3
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
85. 64. 97. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
66.249.78.159 |[Israel 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to wanidf.il/error.htm Bl ock 2
] - . DO stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
79.183.21.15 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
176.13.18.8 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
85. 250. 47. 158  [lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
109. 186.59. 7 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
85.250.188.72 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 1
] . . DO stributed Lhaut hori zed URL Access on
208.184.112.74 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
77.121.134.54  |Wkraine 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wwy i df . il/1283-en/ dover. aspx' B ock 1
. . DO stributed Lhaut hori zed URL Access on
150.70.97.85  |Japan 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
64.86.221.101 |Gosta Rca  |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adnin/ B ock 1
; . . DO stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
84.111.55. 83 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
190. 210. 186. 137 |Argenti na 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/test/wo-admn/ Bl ock
109. 253.195. 72 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
- . Unhaut hori zed URL Access to
5.175. 26. 46 Ger many 147.237.77.233|atal .idf .il ww atal i df i1/ shar ed user cont rol s/ header pper / B ock 1
88. 235. 240. 122 |Tur key 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
213. 251. 182. 115|France 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ B ock 1
Unknown Par anet er
77.126.144.39 |[Israel 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphivai n$TochenP! aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
www. ch z.aka.i i
66.249.66.23  |Israel 147. 237, 77, 226 | "W Chamat 2. aka. i d fLhaut hori zed R Access to Bl ock 1
f.il v chamat z. aka. i df . i |/1153-en/ hamaz. aspx
. . DO stributed Lhaut hori zed URL Access on
150.70.97.85  |Japan 147.237.77. 216 |dover. i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
] . . D stributed Uhauthori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
. . . Unaut hori zed URL Access to
114.97.58. 24 China 147.287.77. 176 |nat pash. idf. il wan cogat . i df . i 1/1026- he/ shar ed/ user cont r ol s/ header upper / Bl ock !
88. 235. 240. 122 |Turkey 147.237.77.74 [lawidf.il D stributed Waut hori zed URL Access on www | aw idf.il/xmrpc.php |B ock 1
. . DO stributed Lhaut hori zed URL Access on
77.247.181.162 [Netherlands |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
173. 252. 120. 120|nited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . O stributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates (147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
. . DO stributed Lhaut horized URL Access on
85.214.11.209  |Ger many 147.237.77. 216 |dover.idf . il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
] . . O stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.i| v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
68.180.228.112 [lhited Sates |147.237.77.216dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . il/1379- he/ dover. aspx |B ock 1
. . Unhaut hori zed URL Access to
136.243.36. 96 |CGer many 147.237.77.74 [lawidf. il wan mag. i df . i1/tenpl at es/t enpl at econt r ol s/ news/ undef i ned Bl ock !
37.60.47.11 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
91.224.140.78 |[Netherlands |147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/ wp-adnin/ B ock 1
. . O stributed Lhaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
; . . DO stributed Lhaut horized URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
2.52.171. 22 I srael 147.237.77.243|nobi [ e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock
207.46.13.121 |lhited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock
! W, chamat z. aka. i d|unaut hori zed URL Access to
68.180. 230. 160 |Lhited Sates |147.237.77. 226 f.il v chanat z. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
148. 251. 21. 227 |Ger many 147.237.77.216|dover . i df .i | Mil tipl e Unaut horized LRL Access from 148. 251. 21. 227 B ock 1
46. 19. 85. 80 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
91.227.71.250 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
82. 80. 168. 36 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
. . Unhaut hori zed URL Access to
66.249.78. 111 I srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
187.109. 10. 111 |Brazil 147.237.76. 42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wordpress/wp-adnin/ B ock
5.175. 26. 46 Ger many 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access fromb5. 175. 26. 46 B ock 1
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