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01-01-2016-00:04:02 to 01-01-2016-01:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3015

109. 64. 4. 233 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6

66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 5

41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4

108. 6. 31. 115 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2

52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 2
157.55.81.9 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 1




01-01-2016-00:04:02 to 01-01-2016-01:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgna1 ure Devi ce Action |Count |
197. 40. 45. 254 Egypt 147.237.77.216 |dover.idf.il|3886 HITP. Qross Ste Scripting in POST Request B ock 3
123.126. 113. 154 |[China 147.237.77.216 |dover.idf.il{Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

212. 48. 68. 50 Uni ted Kingdom [147.237.77.216 |dover.idf.i|{Q025: HITP. access to adninistrator/index. php -> Quarantine Bl ock 1




01-01-2016-00:04:02 to 01-01-2016-01:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

deni al of service attenpt

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
197. 40. 45, 254  |147. 237. 77. 216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 3
197. 40. 45. 254  |147. 237. 77. 216 |Egypt dover.idf.il QA Injection - Select From 3
66. 249. 66. 23 147.237.77.226|hited Sates |ww chanatz.aka.idf.il |ET SCAN NVAP -sA (2) 2
192. 198. 216. 130[147.237.0.17 |Uhited Sates |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 67 |147.237.76.44 |China erefuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 82. 106. 200 |147.237.76.42 |India refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
40.122.124.70 |147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147.237.76.42 |Iindia refuah.idf.il ET SCAN NVAP -f -sS 1
40.122.124.70 [147.237.0.17 |Lhited Sates |mny-kosher-kravi.idf.il |[ET SCAN Potenti al SSH Scan 1
172. 98. 200. 238 |147.237. 76. 176 test.ncore.idf.il ET SCAN NVAP -f -sS 1
108. 61. 190. 137 |147.237.77.234|thited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
104. 143. 14. 247 |147.237.77.212|Wnited Sates |e dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 67. 1. 155 147.237.8.46 |lhited Sates |e. chinuch.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 113 |[147.237.0.19 |lkraine nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
79.179.191. 221 |147.237.76.30 |[lIsrael hi nush. i df i ET DB Large anount of TGP ZeroWndow - Possible Nkiller2 1
DDos attack
192. 198. 216. 130(147. 237. 77. 179 |United Sates |e.mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 198. 216. 130[147.237.0.16 |Lhited Sates |ny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 67 [147.237.0.200 [China . idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.76.42 |Iindia refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
40.122.124.70 |147.237.0.34 |wnited Sates |[tikshuv.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 238 |147.237. 76. 176 test.ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
40.122.124.70 |147.237.0.15 |wnited Sates |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.77.235|lhited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
108. 61. 190. 137 |147.237.77.234|lhited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 67. 1. 155 147.237.76.38 |Whited Sates |e e neitav.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 113 [147. 237. 77. 227 |krai ne e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
82.117.208.243 [147.237.77.121 e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 78.158 |147.237.72.166 |Lhited Sates [aka idf.il SERVER APACE Apache med_ssl non-SSL connection to SSL port 1




01-01-2016-00:04:02 to 01-01-2016-01:04:02

|Top Attackers In FW |

Attacker Address

A tacker

Signature

Country

‘ Target Address |Ste

SYNretransmt wth different

Ret r ansm ssi on

Packet dropped.

37.217.154.175 |Saudi Arabia 147. 237.77. 216 |dover.idf .il Bad TCP sequence . noni t or 122
w ndow scal e
) : o SN retransmit wth different
37.217.154. 175 |Saudi Arabia 147.237. 77. 216 |dover.idf .i | Bad TCP sequence i ndow scal @ aert 119
66. 249. 93. 99 Lhited Sates  [147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber noni t or 50
66.249.93.99  [Uhited Sates |147.237.77.216|dover.icf.il  |drop Wnexpect ed post SYN packet - RST |, ) 50
or SYN expect ed
66. 249. 93. 99 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 33
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df . il drop SAMrule drop 32
s SN retransmit wth different .
213.175. 160. 22 |Lebanon 147.237.77. 170 |naarachot .i df .il |Bad TCP sequence i ndow scal e noni t or 21
Sreaming Engine: TP Invalid i i ssi
2.52.8.160 I'srael 147. 237.77. 243 |nobi l e.i df i1 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.157  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
46.19.85.201  [Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
66.249.93.107 |Lhited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |12
66.249.93.107 |United Sates |147.237.77.216|dover.icf.il  |drop thexpected post SYN packet - RST 1 o, 11
or SYN expect ed
46. 19. 86. 209 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 11
156. 198. 17. 204 147.237. 77. 216 |dover . i df . i Bad TCP sequence SN retransmt with different monitor |11
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
66.249.66.48  |Uited Sates |147.237.77. 234 |halag.idf.il 9 =g Invalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177.63.130 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.209  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Russi an s -
141.8.183. 16 Federat i on 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop 8
Sreanming Engine: TCP Invalid i i ssi
66.249.66.63  |Uited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
46. 19. 86. 215 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
156. 198. 104. 159 147.237.77. 216 |dover.idf.il  |Bad TCP sequence S retransmt with different monitor |7
w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
37.26.149.149 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
79.180.155.21 | srael 147. 237.77. 243 |mobi l e, i f . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
66.249.93.107 |lLited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 29 I srael 147.237.77. 216 |dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
46.117.102. 115 | srael 147.237.77. 243 |nubi 1 e.i df .i 9 =9 Inval i d segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
66.249.93.103 |United Sates |147.237.77.216|dover.icf.il  |drop thexpected post SYN packet - RST 1, ) 6
or SYN expect ed
82.80.143. 207 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
66.249.93.103 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
66.249.93.103 |Uhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 29 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
66.249.93.103 |lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 185 I srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 205 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
89. 138. 23. 195 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
Sreaming Engine: TP Invalid i i ssi
85. 64.124.107 |l srael 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
46.19. 86. 4 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreaming Engine: TGP Invalid i i ssi
109. 253. 197. 157|i srael 147.237.77. 243 |nobi | e. i of .| g =g nvalid segnent retransmssion. drop 4
Ret r ansm ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.i df . i | B ock HTTP Non Conpli ant Fai |l ed to handl e connection data monitor |4
Sreaming Engine: TGP Invalid i i ssi
85. 65. 26. 61 I'srael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmission. drop 4
Ret r ansni ssi on Packet dropped.
. . SYNPAXK retransmt with different .
46.19.86. 4 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i ssi
66.249.78.146 |lited Sates |147.237.72. 166 |aka i cf.il 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
130. 193. 51. 64 RJSf::I”ion 147.237.77. 176 |natpash.idf.il  |drop Frst packet isn't SIN drop 4
5.102.254.179 |Israel 147.237.77. 216 |dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanmng Engine: TCP Invalid i i ssi
2.54.22.195  |Israel 147.237.77. 243 |nubi le. i o . i1 9 =9 Inval i d segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46.19. 86. 36 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
109. 65. 23.160 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185. 120. 125. 44 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 3
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|Top Attackers In V\AF|

Attacker Address

A tacker

Sgnature

Devi ce

‘Tar get Address |Site

‘Count

Country Action
. . . DOstributed Parameter Type Mol ation on
79.177.53. 77 I srael 147.237.77.243|nobi l e. i df . i | mobi | e. i df . i 1/ sachar/ changepassvor d par amet er Qurr ent Passvor d B ock 29
109. 253. 217. 82 |l srael 147.237.77.243|nobi | e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login Bl ock 21
m ny- kosher - kr avi . , ,
79.180.102.69 |lsrael 147.237.0. 17 Pdf il DOstributed I11egal Paraneter Encodi ng None 9
46. 19. 85. 201 I srael 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response Code B ock 4
37.105. 197. 203 f?:g: a 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/english/' Bl ock 3
197. 40. 45. 254  |Egypt 147.237.77.216|dover. i df .i | Mil tipl e Unhaut horized URL Access from 197. 40. 45, 254 B ock 3
37.26.148.237 |[Israel 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v | aw idf.il/14-he Bl ock 3
156. 198. 104. 159 147.237.77.216|dover . i df . i | Dstributed I11egal HITP \ersion Bl ock 2
109. 253.217.82 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.54.174. 190 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
156. 198. 38. 225 147.237.77.216|dover . i df . i | Dstributed I11egal Byte Gode Character in Mt hod Bl ock 2
68. 180. 229. 173 g“;:s 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
156. 198. 104. 159 147.237.77. 216 |dover.idf . il Dstributed Aonormal |y Long Request Bl ock 2
2.52.8.160 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
79.180. 48.158  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
156. 198. 104. 159 147.237.77. 216 |dover . i df . i | Dstributed Ml formed URL B ock 2
156. 198. 104. 159 147.237.77.216|dover. i df . i | Dstributed I11egal Byte Gode Character in Header Nane B ock 2
156. 198. 38. 225 147.237.77. 216 |dover . i df . i | D stributed Whknown HTTP Request Met hod B ock 2
2.52.149. 143 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
. . . DOstributed Parameter Type Mol ation on
176.12.149. 35 I srael 147.237.77. 243 [nobi | e. i df . T nobi | e.i df . i | / sachar/changepasswor d par anet er Qur r ent Passwor d Bl ock 2
85. 250. 137. 115 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock
156. 198. 104. 159 147.237.77.216|dover . i df . i | Dstributed I11egal Byte Gode Character in Mt hod Bl ock
. . Lht raceabl e SS. Sessions: Protocol violation
156. 198. 38. 225 147.237.77. 216 |dover. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
156. 198. 38. 225 147.237.77. 216 |dover.idf . il Dstributed Aonormal |y Long Request Bl ock
156. 198. 104. 159 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod B ock
. . Lhtraceabl e SS. Sessions: Protocol violation
156. 198. 103. 235 147.237.77.216|dover. i df . i | (SSL_CONN_APPLI CATI ON_DATA EXCHANGE) None 2
149.88.51.179 |Israel 147.237.72.166 |aka. i df .i | Paraneter Read Oy Molation in . None |2
wwv aka. i df.i |/ nai n/ sachar/regi strati onw zar d/ regi st er. aspx
37.60. 47. 212 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 37.60. 47. 212 B ock 2
2.54.33.80 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code Bl ock 2
156. 198. 38. 225 147.237.77.216|dover.idf .i | Dstributed I11egal Byte Gode Character in Header Nane B ock 2
79.182.187.70 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
. . . Dstributed Paraneter Type Mol ation on
176.12.151. 149 |Israel 147.237.77. 243 |mobi | e. i df . i ] nobi | e.i df . i | /sachar/changepassword paranet er Qurrent Passwor d Bl ock 2
156. 198. 38. 225 147.237.77. 216 |dover. i df . i | Dstributed Mal forned LRL B ock 2
. . . Paraneter Type M ol ati on Qurrent Password in
79.177.53. 77 I srael 147.237.77.243|nobi l e. i df . i | mobi | e.i df i |/ sachar/ changepassvor d B ock 2
Illegal Byte Gode Character in Paraneter \alue at 10 for A[[#15]] %4,
156. 198. 17. 204 147.237.77. 216 |dover . i df . i | Cax€$qz2xExceh«| [ #11] ] r[[#23]] 1lcya@>xsa"+ B ock 1
Ox?3€! § " AE[ [ #6] ]! &,0A x?[ [ #12]] %
66. 249. 78. 95 I 'srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
46.19. 85. 67 I srael 147.237.77. 216 |dover.idf . il Dstributed I11egal HITP \ersion Bl ock 1
156. 198. 103. 235 147.237.77. 216 |dover . i df . i | Dstributed I11egal Byte Gode Character in Mt hod Bl ock 1
. . D stributed Lhaut horized URL Access on
213.61.149.100 |Germany  [147.237.77.216|dover.idf.i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
85.64.124.107 |[Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bl ock 1
185. 120. 125. 60 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
156. 198. 104. 159 147.237.77. 216 |dover . i df . i | Mal f or med HTTP Header Line 4 B ock 1
Mal formed URL A'[[#15] ] %8,0ax€$qz2xExceh«] [ #11] ] r [ [#23]] 1cya,
156. 198. 17. 204 147.237.77. 216 |dover.i df . i | a>xeq" + B ock 1
Ox?3€! O " AE[[#6] ]! &,0A x?[ [#12]] %
46.117.102. 115 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode Bl ock
156. 198. 17. 204 147.237.77. 216 |dover.i df .i | Abnornal |y Long Request request version Bl ock
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |g o 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
Lhi ted . . DO stributed Unaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
156. 198. 38. 225 147.237.77.216|dover.idf .i | Dstributed NALL Character in Header Nane Bl ock 1
Uhknown HTTP Request Met hod vGAt QA : GA Aj Al cj A (1 [[#19]]1AA...
156. 198. 17. 204 147.237.77. 216 |dover . i df . i | H [ #25] ] ASAA AYAXA A [[#16] 1 [[#0] 1 [[#8]1{A [[#4] 1 A Af7TAE3RAS B ock 1
CA-A—yA«[ [ #27] ] A" A2 B R A2KA%mA¥AS{ A?AY[ [ #17]] At UGAt
156. 199. 6. 40 147.237.77. 216 |dover.i df .i | Distributed Unauthorized URL Access on 147.237.77.216/ Bl ock 1
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