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Top Attackers 

194.90.69.252, Israel

46.19.85.236, Israel

46.19.85.0, Israel

192.115.248.2, Israel

81.218.140.112, Israel

213.8.245.50, Israel

81.218.56.171, Israel

192.115.203.10, Israel

176.13.3.224, Israel

213.8.245.58, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

84.111.65.41 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3

91.208.129.129 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

212.25.83.133 Israel 147.237.0.120 C1000004: HTTP: options method (Microsoft) Block 5

194.90.69.252 Israel 147.237.0.120 C1000004: HTTP: options method (Microsoft) Block 2

46.116.203.114 Israel 147.237.0.120 C1000004: HTTP: options method (Microsoft) Block 2
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

24.225.131.53 Canada 147.237.0.120 ET SCAN NMAP -sS window 1024 1

210.61.150.154 Taiwan 147.237.0.120 ET SCAN NMAP -sS window 1024 1

24.225.131.53 Canada 147.237.0.120 ET SCAN NMAP -sS window 3072 1

210.61.150.154 Taiwan 147.237.0.120 ET SCAN NMAP -sS window 4096 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

66.249.93.207
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 42378

66.249.93.199
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 39687

66.249.93.203
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 36963

66.249.81.227
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 29763

66.249.81.230
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 19452

66.249.81.224
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 17471

109.66.140.103 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4797

82.166.65.149 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

94.230.86.188 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

2.54.182.85 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3618

212.25.86.242 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2340

82.166.204.4 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

192.116.97.66 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

82.81.17.235 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

80.179.202.106 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.181.169.209 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

87.68.67.145 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

77.126.137.126 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

82.166.22.60 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

62.219.129.152 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

77.127.176.150 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

84.228.104.238 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

193.17.42.129 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

31.168.78.53 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.176.19.160 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

109.66.127.53 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

82.80.125.44 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.182.170.28 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

84.228.144.230 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

208.81.64.248
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1826

109.65.165.15 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1800

212.143.23.131 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1602

79.176.100.43 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1490

2.54.147.144 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1440

84.95.45.163 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1440

149.88.186.2 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1324

192.146.6.2
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 946

2.54.130.232 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 873

2.54.50.92 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 792

149.88.201.199 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 756

149.78.43.249 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 539

149.78.234.151 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 482

149.78.68.216 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 414

37.214.73.132 Belarus 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 401

109.66.151.142 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 315

62.219.129.152 Israel 147.237.0.120 Bad TCP sequence Invalid sequence number monitor 293

149.88.158.222 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 253

66.249.78.191
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 245

68.180.229.121
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 243

203.155.10.197 Thailand 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 240
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

192.115.248.2 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/login Block 36

46.19.85.0 Israel 147.237.0.120 Multiple Unauthorized URL Access from 46.19.85.0 Block 26

194.90.69.252 Israel 147.237.0.120 Distributed Unauthorized HTTP Method Block 24

81.218.140.112 Israel 147.237.0.120 E-mail collector robots 14 Block 13

46.19.85.236 Israel 147.237.0.120 Unknown HTTP Request Method : in URL com.android.browser Block 13

213.8.245.50 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/images/shared/hp/right_link.png Block 13

81.218.140.112 Israel 147.237.0.120 eMail Hoarding Block 13

46.19.85.0 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1336 Block 13

213.8.245.50 Israel 147.237.0.120 Unknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 13

176.13.3.224 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1316-he/miluim.aspx. Block 13

46.19.85.236 Israel 147.237.0.120 Illegal HTTP Version Block 13

213.8.245.58 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/images/shared/hp/left_link.png Block 13

192.115.203.10 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/resource/userfollowresource/create/ Block 13

46.19.85.236 Israel 147.237.0.120 Malformed URL com.android.browser Block 13

81.218.56.171 Israel 147.237.0.120 Multiple Unauthorized URL Access from 81.218.56.171 Block 12

194.90.69.252 Israel 147.237.0.120 Multiple Unauthorized URL Access from 194.90.69.252 Block 12

81.218.56.171 Israel 147.237.0.120 Unknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 12

10.128.20.6 147.237.0.120
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.aspx

Block 12

194.90.69.252 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/ Block 12
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