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Top Attackers 

185.89.217.225, Netherlands

125.65.82.44, China
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

125.65.82.44 China 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

176.13.17.90 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence monitor 324

176.13.17.90 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack monitor 324

176.13.17.90 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 81

176.13.17.90 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 81

46.19.86.217 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.55.28.82 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

185.27.106.28 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

77.139.125.82 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 36

37.26.149.145 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

5.2.113.198
United
Kingdom

147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 36

109.253.134.23 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 25

192.198.151.44 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

93.172.158.242 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

2.55.182.235 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

95.35.151.33 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

80.246.133.180 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

82.80.178.18 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

46.19.86.49 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 10

87.70.19.113 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 10

46.19.86.49 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 10

192.198.151.36 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

77.126.94.228 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

37.26.146.174 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

46.19.85.151 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

82.81.88.212 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 8

89.138.253.60 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 7

89.237.111.227 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 5

89.139.202.144 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

79.179.105.64 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

46.133.209.236 Ukraine 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

46.116.215.57 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.133.209.236 Ukraine 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.49 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence monitor 4

185.27.106.86 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

46.19.86.106 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 3

82.116.202.56 Cyprus 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

46.19.85.77 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 2

147.236.254.48 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 2

185.89.217.225 Netherlands 147.237.0.120 miluim.aka.idf.ilDirectory Traversal directory traversal overflow monitor 1

46.19.85.77 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout alert 1

184.105.247.200 United States 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

2.53.170.135 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 1

185.89.217.225 Netherlands 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

5.29.208.144 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

185.89.217.229 Netherlands 147.237.0.120 miluim.aka.idf.ilDirectory Traversal directory traversal overflow monitor 1

185.3.147.179 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

185.89.217.225 Netherlands 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

185.120.124.2 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.86.106 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

185.89.217.225 Netherlands 147.237.0.120 miluim.aka.idf.ildrop
Unexpected post SYN packet - RST or
SYN expected

drop 1
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185.89.217.225 Netherlands 147.237.0.120 miluim.aka.idf.il
URL is Above Root Directory
www.miluim.aka.idf.il/../images/shared/hp/hp_icon.png

Block 1
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