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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo  |Target Address |ste | Device Action | DP.ocation. Locat i on | count |
110. 249. 208. 86 Chi na 147.237.0.120 | uimaka.idf.il JLM Purple Gon Lint_Tcp drop BBL- | srael 1




09-30-2016-12:08:07 to 09-30-2016-13:08:07

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-30-2016-12:08:07 to 09-30-2016-13:08:07

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
123. 31. 41. 137 Vi et nam 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

dgnature

Devi ce

‘Count

Geo Action

2.53.159. 81 I srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 1233
Ret r ansn ssi on dr opped.

109. 64. 35. 92 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 66

89. 139. 105. 254 |l srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 64
Ret r ansni ssi on dr opped.

2.53.149. 52 I'srael 147. 237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet ) 36
Ret r ansni ssi on dr opped.

46.19. 85. 64 I'sr ael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

37.26.148.162 | srael 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet 36
Ret r ansni ssi on dr opped.

109. 253. 141. 52 |Israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

84.95.208.20  |israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet 27
Ret r ansni ssi on dr opped.

2.55. 151. 208 | srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 26

46.19. 86. 170 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 26

46.19. 86. 170 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 26

5.28.162. 131 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 17

79.183.11.216 | srael 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet 16
Ret r ansni ssi on dr opped.

212.143. 177. 186 I srael 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . 16
Ret r ansni ssi on dr opped.

79.183.42.84  |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 16
Ret r ansni ssi on dr opped.

46.19. 85. 152 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 13

46.19. 85. 152 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 13

79.183.44.3 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 9

46. 19. 85. 196 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 9

89. 237.65.231 |Fance 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9

46. 19. 85. 196 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 9

2.53.183. 99 I'sr ael 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 9
Ret r ansni ssi on dr opped.

185. 120. 124. 15 |1 srael 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 9
Ret r ansni ssi on dr opped.

5.28.162.131  |israel 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 9
Ret r ansni ssi on dr opped.

2.53.187. 109 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 4

207. 46. 13. 183 Lhi ted 147. 237. 0. 120 |nil ui maka i df . i Srean ng Erjgi ne:. TP Invalid Invali d segnent retransmission. Packet drop

Sates Ret r ansni ssi on dr opped.

109. 67. 147. 218 I srael 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet ) 4
Ret ransn ssi on dr opped.

37.26. 148. 206 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4

112.198. 118. 239|Philippines |147.237.0.120|nlui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout noni t or 4

2.55.166. 20 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4

109. 66. 186. 139 |I srael 147. 237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet ) 4
Ret ransn ssi on dr opped.

109. 66. 186. 139 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 2

77.124.1. 202 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 2

46. 19. 86. 46 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 2

2.53.0.50 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

84.111. 162. 226 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1

46.120. 216. 235 |l srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST noni t or 1

213.8.204. 74 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

109. 253. 142. 218|l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout noni t or 1

37.26.148.206 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1

95. 86. 118. 69 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

46. 19. 86. 46 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1

37.26.149.210 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

189. 236. 218. 53 |Mexi co 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

37.26.148.206 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1

109. 253. 213. 130]|I srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1

95. 86. 122. 63 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

5.29. 110. 144 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 1

84.108.137.18 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

89. 237.65.231 |Fance 147.237.0. 120 |ml ui maka.idf.i|SYN At ack SYN -> SYN- ACK - > RST noni t or 1
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84. 95. 208. 20 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock

84. 95. 208. 20 | srael 147.237.0. 120 |ml uimaka.idf.i|PHP Attenpt B ock

84.95.208.20 | srael 147.237. 0. 120 il ui maka i of . | 12Ut NOr 1 zed WL Access to . ock
wane mi | ui maka. i df . i |/t enpl at es/ honepage/ pi w k. php
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