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Sreaning Engine: TP Invalid

Inval i d segnent retransnission.

Packet

77.127.55.19 | srael 147.237.0.120 |mluimaka. i df . i S drop 6907
Ret r ansn ssi on dr opped.

2.55.20. 97 I'sr ael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 657
Ret r ansni ssi on dr opped.

46.19. 85. 124 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 221

46.19. 85. 124 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 170

185.27.106.58 |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet ) 144
Ret r ansni ssi on dr opped.

46.19.85.191  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret r ansni ssi on dr opped.

132. 70. 66. 12 I srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

109. 253.214.5 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret r ansni ssi on dr opped.

77.124.43.246  |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

2 53 187 41 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 144
Ret r ansni ssi on dr opped.

2.53.136. 147 I srael 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 108
Ret r ansni ssi on dr opped.

46. 19. 86. 49 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 90
Ret r ansni ssi on dr opped.

192.198. 151. 36 |Europe 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 77

46.19.86.224  |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 76
Ret r ansni ssi on dr opped.

46.19. 85. 234 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 72

46.19. 85. 234 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 72

46. 19. 85. 167 I srael 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

46. 19. 85. 6 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 70

176. 13. 246. 169 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 64

46. 19. 86. 226 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 62

46. 19. 85. 13 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 56

46.19. 86. 137 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 53

46. 19. 85. 188 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 53

46. 19. 85. 188 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 52

46.19.86.100  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 51
Ret ransn ssi on dr opped.

66. 249. 93. 80 Eur ope 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout noni t or 49

46.19.85.222  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 40
Ret r ansni ssi on dr opped.

46.19. 85. 13 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 40

46. 19. 85. 153 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber alert 37

46.19. 86. 137 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 37

109. 253. 194. 194I srael 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

2 55.11. 194 | srael 147. 237. 0. 120 |ni ui maka.i df . i SIreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

46. 19. 85. 2 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack noni t or 36

46.19.85.188  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

2.53.152. 140 | srael 147.237.0. 120 |ml uimaka. i df.i Strean i Er_]gl ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46. 19, 85. 84 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.

46. 19. 85. 178 | srael 147.237.0. 120 |ml uimaka. i df.i Strean i Er_]gl ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.

46. 19. 85. 42 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.

46.19.86.210  |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

87.71.10.231  |israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

46. 19. 85. 137 | srael 147.237.0. 120 |ml uimaka. i df.i Strean i Er_]gl ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46.19. 85. 5 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.

2.53.190.182  [israel 147. 237. 0. 120 il ui maka i f . i | SaMn9 Enoines TCP [val id Invalid segnent retransmssion. Packet . o 36
Ret r ansni ssi on dr opped.

46. 19. 86. 39 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.

46. 19. 85. 81 | sragl 147. 237. 0. 120 |nil ui maka i df . i Sream ng Er_19| ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

46.19. 85. 41 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.

109. 253. 210. 146 i sr ael 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

2.53.163.102 | srael 147. 237. 0. 120 |nil vi maka. i df . | Mg Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

2 53.30. 140 | sragl 147. 237. 0. 120 |nil ui maka i df . i Sreamlng Er_19| ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

93.172.212.120 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nuniber noni t or 36
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|Top Attackers In V\AF|

Devi ce

‘Attacker Go |Target Address |Ste Sgnature

Action ‘Oount
46.19. 85. 191 | srael 147.237.0.120 |mluimaka.idf.i|D stributed Uhknown HTTP Request Met hod B ock 1
193. 43. 246. 250 |l srael 147.237.0. 120 |nil uimaka. i df . i fUnaut hori zed URL Access to wwn mil ui maka.idf.il/1626-he Bl ock 1
46. 19. 85. 191 | srael 147.237.0. 120 |mluimaka.idf.i|lllegal HITP \ersion defl ate B ock 1
5. 102. 222.208 |lsrael 147.237.0.220 |ml ui maka.idf.i|Uaut hori zed UR. Access to waw nil ui maka.idf.il/1459-he/ m | ui maspx’ B ock 1
Unaut hori zed URL Access to
66. 249. 66. 156 |l srael 147.237. 0. 120 |nil ui maka. i df . i fwav mi | ui maka. i df . i 1/s8009654/ appdat a/ | ocal / mi cr osof t / wi ndows/ t enpor ary B ock 1
internet files/content.outlook/aclertwo/ hachvana. nod. gov. i |
46.19. 85. 191 | srael 147.237.0.220|mluimaka.idf.i|D stributed M forned URL B ock 1
128. 68. 48. 233 :ZZ;:B on 147.237.0. 120 |ml uimaka. i df.i|Unhaut hori zed URL Access to waw mlui maka.idf.il/nefakdi mhtm B ock 1
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