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|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |CP I ocation. Location |Count |
185. 89. 217. 235 |Net herl ands 147.237.0.120 |niluimaka. idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
201. 38. 68. 132 Brazil 147.237.0.120 nluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

dgnature

Ceo

Sreaning Engine: TP Invalid

Inval i d segnent retransnission.

Packet

Ret ransni ssi on

dr opped.

31. 168. 124. 82 | srael 147.237.0.120 |mluimaka. i df . i S drop 1024
Ret r ansn ssi on dr opped.

79.176.62.46  |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 1024
Ret r ansni ssi on dr opped.

46.19.85.196  |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 810
Ret r ansn ssi on dr opped.

46.19.85.118  |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 450
Ret r ansni ssi on dr opped.

46. 19. 85. 62 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 230

46. 19. 85. 62 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 211

46. 19. 85. 110 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 169

46.19. 85. 153 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 150

46.19. 85. 110 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 148

46.19.85.104  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret r ansni ssi on dr opped.

46.19.85.181  |Israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

37.26.149.226 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.

37.26.146.246 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 121

46.19. 85. 153 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 100

46. 19. 86. 242 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 94

46.19. 86. 91 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 90
Ret r ansni ssi on dr opped.

77.126. 38. 67 | srael 147.237.0. 120 |ml uimaka.idf.i Strean i Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 90
Ret r ansni ssi on dr opped.

2 53.14. 62 | st ael 147 237.0. 120 il vi maka.i df i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 72
Ret r ansni ssi on dr opped.

2 53.164. 49 — 147. 237. 0. 120 |nil ui maka i df . i Sream ng Er_19| ne: TP Invalid Inval id segnent retransnission. Packet drop 72
Ret r ansni ssi on dr opped.

46.19. 85. 41 | srael 147.237.0. 120 |m!l ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 64

46.19. 85. 41 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 62

46.19. 86. 153 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 52

46. 19. 85. 196 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 50

46.19. 85. 196 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 50

109. 253. 222. 137|l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 49

84.108.182.68 |Israel 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 48
Ret r ansni ssi on dr opped.

46. 19. 86. 226 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 48

46.19. 86. 153 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 47

46.19. 85. 117 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber alert 41

46. 19. 86. 91 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 40

46.19. 85. 117 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 39

46. 19. 85. 75 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 38

2 53.12. 953 | sragl 147. 237. 0. 120 |nil ui maka i df . i Sream ng Er_19| ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

46.19.85.156 |l srael 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

46. 19. 85. 243 | srael 147.237.0. 120 |ml uimaka.idf.i Strean i Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

176.13. 1. 70 I srael 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

2.53.184. 246 | srael 147.237.0. 120 |ml uimaka. i df.i Strean i Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46.19.85.227  |israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansnii ssi on dr opped.

87 68. 22,37 | sragl 147. 237. 0. 120 |nil ui maka i df . i Sream ng Er_19| ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret ransni ssi on dr opped.

212.143. 221. 114]i srael 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansnii ssi on dr opped.

2.53.147.111  [israel 147.237.0. 120 |nil i maka. i of . {2/ €39 Endine: TP Invalid nvalid segrent retransmssion. Packet |, o, 36
Ret ransni ssi on dr opped.

46.19.85.211  |israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansnii ssi on dr opped.

109. 253. 159, 144 srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

2.55.184.223  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

176.13.13. 12 | srael 147.237.0. 120 |ml uimaka.idf.i Strean i Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

2 53.18. 37 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.

37.26.148.200 |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

46.19.85.251  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

46. 19. 85. 146 | srael 147.237.0. 120 |ml uimaka.idf.i Strean i Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

87.71. 8. 151 | st ael 147 237.0. 120 il vi maka.i df i Sreamng Engine: TCP Invalid Invalid segnent retransmission. Packet drop 36
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|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |Count |
46.19. 86. 220 | srael 147.237.0.120 |mluimaka.idf.il]lllegal HITP \ersion B ock 1
46.19. 85. 103 | srael 147.237.0.120 |mluimaka.idf.il|D stributed Unknown HTTP Request Mt hod B ock 1
46. 19. 86. 226 | srael 147.237.0.120 |mluimaka.idf.il|D stributed Unknown HTTP Request Mt hod B ock 1
46.19. 86. 186 | srael 147.237.0.120 |mluimaka.idf.il|D stributed Ml forned URL B ock 1
37.142.83.74 | srael 147.237.0.120 |mluimaka idf.il|Miltiple Uhauthorized URL Access from 37.142.83. 74 B ock 1
46.19. 86. 226 | srael 147.237.0.120 |mluimaka.idf.il|Abnornal |y Long Request net hod B ock 1
46.19. 86. 127 | srael 147.237.0.120 |mluimaka idf.il|[Malforned URL B ock 1
66. 249. 93. 78 | srael 147.237.0.120 |mluimaka.idf.il|Dstributed LR is Above Root Orectory B ock 1
46.19. 86. 186 | srael 147.237.0.120 |mluimaka.idf.il|D stributed Unknown HTTP Request Mt hod B ock 1
37.142.83. 74 | srael 147.237.0.120 |mluimaka.idf.il|lUhaut horized URL Access to waw nil ui maka.idf.il/1355-he/ ml ui maspx’ B ock 1
46. 19. 86. 226 | srael 147.237.0.120 |mluimaka.idf.il|Dstributed |llegal HITP \ersion B ock 1
46.19. 86. 127 | srael 147.237.0.120 |mluimaka.idf.il|Uhknown HTTP Request Method .aspx in URL B ock 1
212.179.21.194 |lsrael 147.237.0.120 |mluimaka. idf.il|Unknown Paraneter j in www mlui maka.idf.il/1633-he/ nil ui maspx B ock 1
46.19. 86. 220 | srael 147.237.0.120 |mluimaka.idf.il|D stributed Unknown HTTP Request Mt hod B ock 1
46.19. 85. 103 | srael 147.237.0.120 |mluimaka.idf.il|D stributed Ml forned URL B ock 1
46. 19. 86. 226 | srael 147.237.0.120 |mluimaka.idf.il|D stributed Ml forned URL B ock 1
46. 19. 86. 186 | srael 147.237.0.120 |mluimaka.idf.il|D stributed Abnornal |y Long Request B ock 1
212.179.21.194 |lsrael 147.237.0.120 |mluimaka.idf.il|Uhknown Paraneter jfufyf in ww nlui maka.idf.il/1633-he/ ml ui maspx B ock 1
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