09-29-2016-13:08:02 to 09-29-2016-14:08:02

@
1"NPT SwNn

oV

www.gov.il

|Top Targets |

Focused IP Under
Attack Daily Report

Nunmber
a
Attacks 44

[Top Attackers |

Top Tar get

Nunmber
a
Attacks

Top Attackers

B 46.19. 85.179, |srael
81.218.37.2, |srael

M 212.179.21.194, |srael
66.249. 93. 78, |srael

M 63.141.231. 198, lhited Sates




09-29-2016-13:08:02 to 09-29-2016-14:08:02

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | oP 1 ocati on. Locat i on |count |
63. 141. 231. 198 Lhited Sates 147.237.0.120 nil uimaka.idf.il bl ock-sp-traf 1 f orward DP-Tehi | a 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo ‘Target Address [Ste Sgnature Action ‘Count
167. 220. 196, 244 t&d 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Pecket |, 2600
Ki ngdom Ret r ansm ssi on dr opped.

37.26.149. 247 |israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 225
Ret r ansni ssi on dr opped.

66. 249. 93. 78 Eur ope 147.237.0. 120 |mluimaka.idf.i|Drectory Traversal directory traversal overflow noni t or 169

2.53.23.76 I srael 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

80. 179. 222. 147 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

37.19.120.225 |israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

94.188. 162. 154 |l srael 147. 237. 0. 120 il ui maka. i df i [ €3M N9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 128
Ret r ansni ssi on dr opped.

46.19. 86. 123 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d ACK nunber aert 113

46. 19. 86. 159 | srael 147.237.0. 120 |ml ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST noni t or 100

2.53.37.192 I'sr ael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 90
Ret ransni ssi on dr opped.

46. 19. 86. 35 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 83

176. 13. 14. 118 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 81

2.53.140. 229 | srael 147.237.0. 120 |ml uimaka.idf.i Streant "9 E_wg| ne: TP Invalid Invalid segnent retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

37.26.147.137 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 65

37.26. 147. 247 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 64

46. 19. 85. 222 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 64

79.178.172. 227 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 64
Ret r ansni ssi on dr opped.

46. 19. 86. 93 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 64

46.19. 86. 28 I srael 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 58
Ret r ansm ssi on dr opped.

46.19. 85. 192 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 52

46. 19. 86. 35 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 50

66. 249. 93. 76 Eur ope 147.237.0. 120 |ml ui maka.i df.i |0 rectory Traversal directory traversal overflow noni t or 49

192. 198. 151. 44 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 45

46. 19. 86. 64 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d ACK nunber aert 44

5.28.184. 177 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 42

46.19. 85. 153 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 42

199. 203. 77.63 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 41

46. 19. 86. 64 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 41

46.19. 85. 192 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 37

2 53.38. 45 | srael 147. 237. 0. 120 |nil ui maka.i df . i Sreani ng Er_]gl ne: TGP Invalid Invalid segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

2.55.55. 159 I'sr ael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

109. 253. 144. 185/l srael 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.

176.13.22. 157 | srael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.

2.53.153.53 | srael 147.237.0. 120 |ml uimaka.idf.i Strean "9 Ef.]g' ne: T invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

2.55.162.111 | srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

109. 253. 139. 115 sr ael 147.237. 0. 120 il ui maka i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.

176. 13. 243. 137 |Israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

2.53.164. 227 | srael 147.237.0. 120 |ml uimaka.idf.i Strean "9 Ef.]g' ne: T invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46.19.85.125  |israel 147. 237. 0. 120 il vi maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

46. 19. 86. 197 | srael 147.237.0. 120 |ml uimaka.idf.i Strean "9 Ef.]g' ne: T invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

84.95.21.211  |israel 147. 237. 0. 120 il vi maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

2.53.139.72 | srael 147.237.0. 120 |ml uimaka.idf.i Strean "9 Ef.]g' ne: T invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

2.55.16. 72 I'sr ael 147. 237. 0. 120 il vi maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

46. 19. 86. 56 | srael 147.237.0. 120 |m | uimaka.idf.i Strean "9 Ef.]g' ne: T invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46.19.86.215 |Israel 147. 237. 0. 120 il vi maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

109. 65. 155. 250 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 36

2.53.157. 121 I srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46.19. 86. 37 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Pecket |, 36
Ret r ansni ssi on dr opped.

2.53.35. 162 | srael 147.237.0. 120 |m | uimaka.idf.i Strean 9 E_wg| ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46.19.86.110  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Pecket |, ) 36
Ret r ansni ssi on dr opped.
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46.19. 85. 179 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 46. 19. 85. 179 B ock 6

81.218.37.2 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in www milui maka.idf.il/scriptresource. axd B ock 1

212.179. 21. 194 |l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter sdgfsdg i n ww m |l ui maka.idf.il/1631-he/ m | ui maspx B ock 1

66.249.93.78 | srael 147.237. 0. 120 |ril ui maka i of . [ 1S Above Foot Drectory . . Bl ock 1
waw niluimaka.idf.il/../../inages/ shared/ page numbg. gi f

212.179. 21. 194 i srael 147.237. 0. 120 |ril ui maka i of . [KNOWN Parameter sdgfsdxze3ag in B ock 1
wan m | ui maka. i df . i | /1631- he/ m | ui m aspx

81.218.37.2 | srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed URL Access to ww il uimaka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1
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