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185. 89. 217. 226

|9 gnature | Devi ce Action |CP I ocation. Location |Count |
Net her | ands 147.237.0.120 |niluimaka. idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2
185. 89. 217. 234  |Net her| ands 147.237.0.120 |niluimaka idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Geo Target Address|Ste Sgnature Action ‘Count

37.26.149.151 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 225
Ret r ansn ssi on dr opped.

87.71.43.125 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 196

176.13.23.177 |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 180
Ret r ansni ssi on dr opped.

109. 253. 157. 20 |Israel 147. 237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet ) 153
Ret r ansni ssi on dr opped.

77.127.56.212 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 144
Ret r ansni ssi on dr opped.

2.55.175. 225 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence noni t or 144

79.178.239. 140 |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 80
Ret r ansni ssi on dr opped.

2.55.175. 225 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At ack SYN - > SYN-ACK -> Ti nmeout noni t or 72

2.55.175. 225 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 72

2.55.175. 225 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN - > SYN- ACK -> Ti nmeout aert 72

2.55. 175. 225 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 72

79.179.175.33 |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.

89. 138. 246. 143 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 49

109. 253. 146. 35 | srael 147. 237. 0. 120 i ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 45
Ret r ansni ssi on dr opped.

46.19. 85. 54 I srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 40
Ret r ansni ssi on dr opped.

46.19.86.160  [israel 147.237.0. 120 |nil i maka. i of . {2/ ©2™"9 Endinet TP Invalid nvalid segnent retransmssion. Packet 4 o 36
Ret r ansni ssi on dr opped.

46.19. 85. 109 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 36

46.19. 86. 18 | st ael 147 237.0. 120 il vi maka.i df i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.

176. 13. 231. 184 |l srael 147.237.0. 120 |ml uimaka. i df . i Strean i Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46.19.85.118  |Israel 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

109. 253. 158. 170]I sr ael 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

2.55. 175. 225 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 36

46.19. 85. 159 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 36

109. 253. 211. 87 |Israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet g ) 36
Ret r ansni ssi on dr opped.

46.19. 85. 97 I'sr ael 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

79.181.232. 147 |lsrael 147.237.0. 120 |ml uimaka. i df . i Strean g Er_1g| ne: TP Invalid Invalid segment retransmssion. Packet drop 32
Ret r ansni ssi on dr opped.

46. 19. 86. 41 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 28

46.19. 86. 41 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 27

37.26. 146. 168 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

46.19. 86. 70 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 25

46. 19. 86. 223 | srael 147.237.0. 120 |ml ui maka.i df . i |SYN At t ack SYN -> SYN ACK -> RST noni t or 25

5.29.13.3 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

82. 81. 66. 41 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

46.120. 112. 156 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nuniber noni t or 25

79.180. 182. 139 |Israel 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

77.125.74. 102 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 25

109. 67.245.97 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 18

79.176. 63. 147 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 17

46.19. 86. 70 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 17

77.138.92.194 |France 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . 16
Ret r ansni ssi on dr opped.

109. 67. 5. 94 I srael 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 16
Ret r ansni ssi on dr opped.

46. 19. 86. 42 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 16

93.172. 200. 113 |Israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 16
Ret ransn ssi on dr opped.

109. 65. 0. 49 | srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 16
Ret r ansni ssi on dr opped.

217.132. 102. 179|i srael 147. 237. 0. 120 |ni | ui maka. i o i | 629 Eni ner TCP Irval i d nvalid segnent retransmssion Facket o o 16
Ret ransn ssi on dr opped.

37.26.147. 232 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16

212. 116. 162. 230|i srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 16
Ret r ansni ssi on dr opped.

173. 15. 223. 86 Lhi ted 147. 237. 0. 120 |nil ui maka.i df . i Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 16

Sates Ret r ansni ssi on dr opped.

109. 65. 48. 134 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 16
Ret r ansni ssi on dr opped.

5.29.191.157  [israel 147. 237.0. 120 |ni | ui maka. i o i | 62 "9 Endi ner TCP Irval i nvalid segent retransmssion Facket 4 o 16
Ret r ansni ssi on dr opped.
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|Top Attackers In V\AF|

Attacker Address|Attacker Geo|Target Address |Ste |9 gnature | Devi ce Action|Count |
46. 19. 85. 149 | srael 147.237.0. 120 |nil uimaka.i df.il[Mal f ormed URL en-us, en; g=0. 8, he; g=0. 6 B ock 1
180. 97. 106. 162 |Chi na 147.237.0. 120 |nil ui maka. i df.iljUhaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy B ock 1
46.19. 85. 149 | srael 147.237.0. 120 |nil ui maka. i df . i [fUnknown HTTP Request Met hod Accept-Language: in URL en-us, en B ock 1
46.19. 85. 149 | srael 147.237.0.120 |nil uimaka.idf.il{Abnornal | y Long Request net hod B ock 1
109. 67. 222. 220 |l srael 147.237.0. 120 |ml uimaka.idf.il|Unaut hori zed URL Access to waw nil ui maka.idf.il/1503-he/ ml ui maspx B ock 1
46.19. 85. 149 | srael 147.237.0.220 |mluimaka.idf.il[lllegal HITP \ersion B ock 1
176. 13. 245. 205 |l srael 147.237.0. 120 |nil ui maka.idf.il|Unaut hori zed URL Access to waw mil ui maka.idf.il/1624-he/ mganil|ui maspx |B ock 1
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