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Top Attackers 

46.19.86.249, Israel

185.89.217.233, Netherlands

185.89.217.227, Netherlands

46.19.86.16, Israel

46.19.85.233, Israel

81.218.53.186, Israel

66.249.93.80, Europe

66.249.93.78, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

185.89.217.233 Netherlands 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3

185.89.217.227 Netherlands 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.93.80 Europe 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sA (2) 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

2.53.191.209 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3230

2.53.62.55 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2660

46.19.86.43 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 486

176.13.1.185 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 387

176.13.1.185 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 324

109.253.128.67 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

46.19.85.47 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 234

46.19.86.120 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 231

46.19.85.47 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 226

81.218.161.71 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

2.53.138.41 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

77.127.71.35 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

192.198.151.37 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 173

46.19.85.56 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 153

2.53.186.200 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.116.147.136 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

141.226.151.228 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

80.179.222.147 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.86.235 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.55.164.64 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.86.165 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.85.166 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 126

46.19.86.123 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 121

46.19.85.166 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 115

46.19.86.77 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 106

66.249.93.80 Europe 147.237.0.120 miluim.aka.idf.ilDirectory Traversal directory traversal overflow monitor 100

46.19.86.77 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 96

46.19.85.204 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 82

46.19.86.235 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 81

195.110.40.7 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

109.253.133.194 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

46.19.85.29 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

2.53.32.36 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

46.19.85.214 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

2.55.187.64 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

46.19.85.159 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 72

2.53.191.43 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

46.19.86.140 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 72

46.19.86.96 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 70

192.198.151.36 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 66

89.138.172.26 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 64

31.210.186.41 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

66.249.93.76 Europe 147.237.0.120 miluim.aka.idf.ilDirectory Traversal directory traversal overflow monitor 64

46.19.86.96 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 64

46.19.86.234 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence monitor 64

37.26.147.137 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence monitor 64

46.19.85.159 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 61

46.19.86.234 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 55

46.19.86.59 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 54

46.19.85.122 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 51
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

46.19.86.249 Israel 147.237.0.120 miluim.aka.idf.il Distributed Unknown HTTP Request Method Block 1

46.19.85.233 Israel 147.237.0.120 miluim.aka.idf.il Distributed Malformed URL Block 1

46.19.86.16 Israel 147.237.0.120 miluim.aka.idf.il Distributed Unknown HTTP Request Method Block 1

46.19.86.249 Israel 147.237.0.120 miluim.aka.idf.il Illegal HTTP Version Block 1

46.19.85.233 Israel 147.237.0.120 miluim.aka.idf.il Distributed Unknown HTTP Request Method Block 1

46.19.86.249 Israel 147.237.0.120 miluim.aka.idf.il Distributed Abnormally Long Request Block 1

66.249.93.78 Israel 147.237.0.120 miluim.aka.idf.il Distributed URL is Above Root Directory Block 1

46.19.86.16 Israel 147.237.0.120 miluim.aka.idf.il Distributed Illegal HTTP Version Block 1

46.19.86.249 Israel 147.237.0.120 miluim.aka.idf.il Distributed Malformed URL Block 1

81.218.53.186 Israel 147.237.0.120 miluim.aka.idf.il Unauthorized URL Access to miluim.aka.idf.il/1626-he Block 1

46.19.86.16 Israel 147.237.0.120 miluim.aka.idf.il Distributed Malformed URL Block 1
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