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Top Attackers 

46.19.85.177, Israel

46.19.85.205, Israel

46.19.85.90, Israel

72.44.88.57, United States

23.79.224.10, Israel

194.219.171.67, Greece

63.141.231.194, United States

141.226.161.2, Israel

109.65.74.138, Israel

82.166.184.140, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

63.141.231.194 United States 147.237.0.120 miluim.aka.idf.il block-sp-traf1 forward DP-Tehila 1

194.219.171.67 Greece 147.237.0.120 miluim.aka.idf.il L4 Source or Dest Port Zero drop BBL-Israel 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

72.44.88.57 United States 147.237.0.120 miluim.aka.idf.il GPL SCAN superscan echo 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

2.55.173.54 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3033

37.26.149.226 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 387

2.53.133.166 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 324

46.19.85.169 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 277

37.26.149.202 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 261

46.19.85.1 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 221

46.19.86.101 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 211

2.55.183.114 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 207

46.19.85.215 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

2.53.160.196 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

46.19.86.222 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

23.79.224.10 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 148

46.19.85.10 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.86.224 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.120.132.69 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 144

46.19.85.67 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

141.226.151.228 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.85.68 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 131

82.166.198.101 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 128

37.26.148.167 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 126

192.198.151.36 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 111

46.19.86.101 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 96

192.198.151.44 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 91

46.19.85.236 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 86

46.19.85.236 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 84

46.19.85.10 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 81

46.19.85.49 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 75

46.19.85.49 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 75

46.19.86.67 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 74

46.19.85.243 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 73

31.168.169.122 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

46.19.85.230 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

109.253.223.30 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

176.13.15.62 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

2.53.179.176 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

46.19.85.54 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

37.26.148.146 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 65

217.132.126.112 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

84.108.36.204 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

82.166.140.117 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 54

46.19.85.243 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 54

46.19.85.37 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 52

46.19.85.14 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 47

46.19.85.50 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 46

176.13.230.224 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 45

2.53.16.221 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 45

46.19.85.14 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 45

37.26.149.222 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 42

37.26.148.249 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 41

46.19.85.167 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 41

 09-28-2016-14:08:09 to 09-28-2016-15:08:09 



Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

46.19.85.205 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Malformed URL Block 1

46.19.85.90 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Malformed URL Block 1

141.226.161.2 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/general.aspx

Block 1

46.19.85.177 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Malformed URL Block 1

46.19.85.205 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown HTTP Request Method Block 1

46.19.85.90 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown HTTP Request Method Block 1

46.19.85.177 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown HTTP Request Method Block 1

82.166.184.140 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/images/shared/mailthis.gif Block 1

46.19.85.177 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Abnormally Long Request Block 1

46.19.85.205 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Abnormally Long Request Block 1

23.79.224.10 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/1/ Block 1

109.65.74.138 Israel 147.237.0.120 miluim.aka.idf.ilRedundant HTTP Headers Referer Block 1

46.19.85.177 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Illegal HTTP Version Block 1
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