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185. 89. 217. 232  |Net her| ands 147.237.0.120 |niluimaka. idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

dgnature

Devi ce

Ceo

Sreaning Engine: TP Invalid

Inval i d segnent

ret ransm ssi on.

Packet

Action

‘Count

Ret ransni ssi on

dr opped.

46. 19. 86. 22 | srael 147.237.0.120 |mluimaka. i df . i S drop 5378
Ret r ansn ssi on dr opped.

37.142.177.107 |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 1168
Ret r ansni ssi on dr opped.

80. 246. 133. 132 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 208
Ret r ansn ssi on dr opped.

84.95.205.243 | srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 180
Ret r ansni ssi on dr opped.

2 53.156. 74 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 180
Ret r ansn ssi on dr opped.

84.95.252.68  |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

46.19.86.165 |l srael 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansn ssi on dr opped.

46. 19. 86. 96 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

109. 253. 158. 84 | srael 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansn ssi on dr opped.

2.53.154.112  |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

2.53.163. 63 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 144

46.19.85.217  |israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.

185.27.105.81 |Israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 144
Ret r ansni ssi on dr opped.

46. 19. 86. 29 I'srael 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 136
Ret r ansni ssi on dr opped.

46. 19. 85. 142 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 125

77.139. 208. 245 |France 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 96
Ret r ansni ssi on dr opped.

46.19.86.228  |Israel 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 90
Ret r ansni ssi on dr opped.

31.168.58.68  |Israel 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 80
Ret r ansni ssi on dr opped.

213.57.146.8 I srael 147.237.0. 120 |ml uimaka. i df . i Strean i Er_1g| ne: TP Invalid Invalid segnent retransmssion. Packet drop 80
Ret r ansni ssi on dr opped.

81.218.13.130 |Israel 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 80
Ret r ansni ssi on dr opped.

31.168. 13. 78 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 74

46.19.85.137  |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

46.19.85.214  |israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet ) 72
Ret ransn ssi on dr opped.

46.19.85.139  |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

46.19. 86. 155 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 70

5. 144. 63. 144 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 64

37.142.177.148 |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 64
Ret r ansni ssi on dr opped.

85. 64. 6. 139 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 64
Ret r ansni ssi on dr opped.

46.121.91.194 |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 64
Ret r ansni ssi on dr opped.

46.210. 144. 119 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nuniber noni t or 57

2.55.137. 165 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 49

37.26.147. 169 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 49

46. 19. 85. 145 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 46

46.19. 85. 145 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 46

37.26.149.233 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 41

46.19. 86. 72 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 41

46.19. 86. 72 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 40

37.26. 147. 215 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 40

2.53.164.233  |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

176. 13. 226. 100 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

176.13.7.98 I srael 147.237.0. 120 |ml uimaka. i df . i Strean i Er_1g| ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

195. 212. 29. 164 |Eur ope 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

2.53.151.195  [Israel 147.237.0. 120 |nil i maka. i of . {2/ €39 Enaine: TP Invalid Invelid segrent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

2.55.147.155  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

77.127.34.69 I srael 147.237.0. 120 |ml uimaka. i df . i Strean i Er_1g| ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

37.26.149.166 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

46. 19. 86. 12 | sragl 147. 237. 0. 120 |nil ui maka i df . i Sream ng Er_19| ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

87.71.45.130  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

109. 253. 197. 2021 sr ael 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

176. 13. 249. 2 | st ael 147 237.0. 120 il vi maka.i df i Sreamng Engine: TCP Invalid Invalid segnent retransmission. Packet drop 36
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81. 218. 241. 25 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to www il uimaka.idf.il/sip storage/files/5/1935. gi f B ock 1

46.19.85.200  |israel 147, 237. 0. 120 |nil ui maka. i df i {0 St/ Puted thauthorized URL Access on Bl ock 1
wan mi | ui maka. i df . i |/ 1563- he/ mi | ui m aspx
Unknown HTTP Request Met hod

46.19.86.6 | srael 147.237.0. 120 |m ui maka. i df . i |04c55ee6ee33c5. 1475056900. 1. 1475056900. 1475056900.; in URL B ock 1
_pk_ses. 104. b624=*

81.218. 241. 25 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv mlui maka.idf.il/scriptresource. axd B ock 1

46. 19. 86. 6 | srael 147.237.0. 120 |m! ui maka.i df.i|Abnornal | y Long Request net hod B ock 1

L . . {0 stributed Uhaut horized URL Access on

81.218.37.2 | srael 147.237.0. 120 |m | uimaka. i df . v il ui maka, i of . i 1 /si p_storagel fi | es/ 5/ 1935, gj f B ock 1

185.120. 126. 22 |l srael 147.237.0. 120 |ml ui maka.i df.i|haut hori zed URL Access to wwu mil ui maka.idf.il/994-8344-he/ m | ui maspx B ock 1

46. 19. 86. 6 | srael 147.237.0. 120 |mluimaka.idf.i|lllegal HITP \krsi on B ock 1

81.218.37.2 I sragl 147. 237. 0. 120 |ni ui maka i df . i Dstributed Lhknown Paraneter on ww il ui maka. idf.il/scriptresource. axd B ock 1
par anet er wh48617274

212 199. 154. 194 srael 147. 237. 0. 120 |nil ui maka.i df . i DO stributed Lhknown Paraneter on waw il ui maka. i df.il/scriptresource. axd B ock 1
par anet er wh48617274

46. 19. 86. 6 | srael 147.237.0. 120 |ml ui maka.idf.i|Mal formed URL _pk ses. 104. b624=* B ock 1
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