
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

11

1

2

3

4

5

6

7

8

9

10

11

11

mi
lu
im
.a
ka
.i
df
.i
l

Top Attackers 

46.19.85.218, Israel

185.89.217.229, Netherlands

194.90.200.70, Israel

185.89.217.232, Netherlands

82.166.94.150, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

185.89.217.229 Netherlands 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3

185.89.217.232 Netherlands 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

109.253.214.84 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

141.226.151.228 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

62.219.128.183 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

80.246.133.169 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

176.13.229.105 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 54

2.53.168.98 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

176.13.13.187 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

212.235.67.47 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

82.166.204.124 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

46.19.86.27 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 20

17.78.122.152
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

176.13.232.52 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 16

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 15

66.249.64.149
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

2.53.31.164 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

2.53.60.36 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.ilBlock HTTP Non Compliant
illegal header format detected: Illegal start
line in request 

monitor 4

46.19.85.236 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2

46.19.85.66 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 2

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2

46.19.85.66 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 2

141.226.218.56 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

77.139.165.41 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

193.169.70.109 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

109.64.48.44 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

79.178.200.104 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

46.19.85.236 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

203.87.193.11 Philippines 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.85.236 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

37.26.147.139 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

77.139.165.41 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.236 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.86.187 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

37.46.38.225 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

 09-28-2016-08:14:22 to 09-28-2016-09:14:22 



Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

194.90.200.70 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unknown HTTP Request Method from 46.19.85.218 Block 1

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Abnormally Long Request from 46.19.85.218 Block 1

82.166.94.150 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/homepage/undefined

Block 1

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Illegal HTTP Version from 46.19.85.218 Block 1

194.90.200.70 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Malformed URL from 46.19.85.218 Block 1
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