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Top Attackers 

46.19.85.25, Israel

213.8.71.26, Israel

66.249.93.80, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

193.47.165.251 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2536

2.55.56.4 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1521

212.5.158.60 Bulgaria 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 954

109.253.138.12 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 900

46.19.86.77 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 172

185.120.124.20 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.253.193.192 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

176.13.232.82 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.253.204.80 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 108

46.19.86.118 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 100

66.249.93.76 Europe 147.237.0.120 miluim.aka.idf.ilDirectory Traversal directory traversal overflow monitor 81

50.167.129.111
United
States

147.237.0.120 miluim.aka.idf.ilBad TCP sequence monitor 81

66.249.93.80 Europe 147.237.0.120 miluim.aka.idf.ilDirectory Traversal directory traversal overflow monitor 81

176.13.233.125 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

46.19.85.27 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

109.64.27.24 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

46.19.86.77 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 62

46.19.85.8 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 61

46.19.85.8 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 53

46.19.86.187 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 53

2.55.10.4 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 52

109.65.79.180 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 50

46.19.85.70 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 48

46.19.85.56 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 46

46.19.85.56 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 46

46.19.85.4 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 45

79.183.17.42 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 40

46.19.86.91 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 39

46.19.85.70 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 39

46.19.85.25 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 38

46.19.85.100 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 38

46.19.86.91 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 38

2.55.177.206 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 38

46.19.85.70 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 37

46.19.85.215 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 37

37.26.147.154 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 37

82.102.135.18 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 37

46.19.85.70 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout alert 37

46.19.86.120 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

109.226.27.0 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.53.3.203 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

46.19.85.197 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

46.19.85.32 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.55.22.3 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

46.19.86.215 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

176.13.251.89 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.53.128.149 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

5.28.158.113 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

109.253.194.6 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

212.199.175.121 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

46.19.85.25 Israel 147.237.0.120 miluim.aka.idf.ilIllegal HTTP Version Block 1

213.8.71.26 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

46.19.85.25 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL http/1.1 Block 1

213.8.71.26 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

46.19.85.25 Israel 147.237.0.120 miluim.aka.idf.il

Unknown HTTP Request Method
Q7SyOblOjD0Cv0anRXURbXMD8NC6bu_WEsI9f0haQdQzgeD4kEvH_f6EkuCuiThaITisYZp7
zDlQTJVp17E-8Z2Nq4OCKeMOOZPWyBpxVnIx7QIMub55Dxs1e3q13SqdDswo81&t=ffffff
ff9b7d03cf in URL www.miluim.aka.idf.ilhttp/1.1

Block 1

46.19.85.25 Israel 147.237.0.120 miluim.aka.idf.ilAbnormally Long Request method Block 1

66.249.93.80 Israel 147.237.0.120 miluim.aka.idf.ilDistributed URL is Above Root Directory Block 1
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