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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address
185. 89. 217. 229

|9 gnature
Net her | ands 147.237.0. 120

| Devi ce Action |CP I ocation. Location |Count |
il uimaka.idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 7
185. 89. 217. 233  |Net herl ands 147.237.0.120 |niluimaka idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6
185. 89. 217. 234  [Net her| ands 147.237.0.120 |nmiluimaka idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address \S te Devi ce Action
91.121. 109. 55 France 147.237.0. 120 nil uimaka. i df . il C1000074: HITP. naj estic bot Per it 2
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address|Ste Sgnature

46.19. 85. 55 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansn ssi on dr opped.

109.253.211.8 [Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 756
Ret r ansni ssi on dr opped.

2.55.188.107  |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 477
Ret r ansn ssi on dr opped.

66.249.93.78  |Europe 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 404
Ret r ansni ssi on dr opped.

66.249.93.76  |Europe 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 340
Ret r ansn ssi on dr opped.

85. 250. 89. 6 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout noni t or 242

46.19.85.123  [Israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 234
Ret r ansni ssi on dr opped.

46. 19. 85. 52 I srael 147.237.0. 120 |ml uimaka. i df . i Strean g Ef.]g' ne: TP Invalid Invalid segnent retransmssion. Packet drop 220
Ret r ansni ssi on dr opped.

46. 19. 85. 56 | srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 181

87.69.119. 214 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 152
Ret r ansni ssi on dr opped.

37.26.149.187 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 145

84.229.75.156 |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

46.19.85.240  |israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret ransn ssi on dr opped.

89.237.77.0 France 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

46.19. 85. 168 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 139

46. 19. 85. 56 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 138

46. 19. 85. 168 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 122

85. 250. 89. 6 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> Ti neout alert 121

66.249.93.80  |Europe 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 116
Ret r ansni ssi on dr opped.

46.19. 86. 51 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 87

46. 19. 85. 16 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 74

46.19.85.119  |israel 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

46.19.85.181  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 72
Ret ransn ssi on dr opped.

95. 35. 24. 79 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 72

46. 19. 85. 16 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 70

46. 19. 86. 29 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 69

46.19. 86. 51 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 45

46.19. 85. 78 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 45

46. 19. 85. 78 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 40

46.19. 86. 191 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 38

46. 19. 86. 191 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 38

37.26.146.242  |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 37

46.19. 86. 87 | srael 147. 237. 0. 120 ni i maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransni ssi on dr opped.

46.19.86.223  |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

109. 253. 208. 133|l srael 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet ) 36
Ret ransni ssi on dr opped.

2.53.166.251 | srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 36
Ret r ansni ssi on dr opped.

109. 253. 158. 206|l srael 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret ransn ssi on dr opped.

176.13. 238. 151 |l srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

176.13.16. 131 |Israel 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret ransn ssi on dr opped.

2.53.62. 200 I'srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

46.19.86.145  |Israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret ransn ssi on dr opped.

109. 253. 139. 1981 srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

80. 179. 102. 98 | srael 147. 237. 0. 120 nil i maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransn ssi on dr opped.

2.53. 24. 205 I'sr ael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

37.26. 149, 189 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransn ssi on dr opped.

109. 253. 223. 24 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

192. 118. 90. 14 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

2.55.147.254  |israel 147. 237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

2.55.22. 216 I'sr ael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet ) 36
Ret r ansni ssi on dr opped.

46.19. 85. 169 lsrael 147. 237. 0. 120 |nil ui maka.i df . i Sreaning Engine: TP Invalid Inval i d segnent retransnission. Packet drop 36

Ret r ansni ssi on

dr opped.
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|Top Attackers In V\AF|

A tacker
Ceo

‘Target Address |Ste dgnature

84. 95. 208. 20 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
46.19. 86. 151 | srael 147.237.0. 120 |ml uimaka. i df . i |lUnknown HTTP Request Method 1: 00 in URL Bl ock 1
46. 19. 86. 54 | srael 147.237.0. 120 |ml ui maka.idf.i|D stri buted Uhknown HTTP Request Met hod Bl ock 1
46. 19. 86. 54 | srael 147.237.0. 120 |mluimaka.idf.i|Abnornal | y Long Request net hod ock 1
46. 19. 86. 151 | srael 147.237.0.120|mluimaka.idf.illllegal HITP \krsi on Bl ock 1
84. 95. 208. 20 | srael 147.237.0. 120 |mluimaka.idf.i|PHP Attenpt Bl ock 1
46. 19. 86. 54 | srael 147.237.0. 120 |mluimaka.idf.i|Ostributed |11 egal HITP \fersion Bl ock 1
46.19. 86. 151 | srael 147.237.0. 120 |mluimaka.idf.i|Mal f ormed URL gnt Bl ock 1
84.95.208.20 | srael 147, 237. 0. 120 |ni| ui maka i of . | 2L hori zed LRL Access to . ock 1
wane mi | ui maka. i df . i |/t enpl at es/ honepage/ pi w k. php
46. 19. 86. 54 | srael 147.237.0. 120 |mluimaka.idf.ifD stributed Ml forned URL Bl ock 1
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