
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

11

1

2

3

4

5

6

7

8

9

10

11

11

mi
lu
im
.a
ka
.i
df
.i
l

Top Attackers 

42.112.10.81, Vietnam

42.112.10.70, Vietnam

42.112.10.80, Vietnam

42.112.10.69, Vietnam

104.37.213.35, United States

42.112.10.75, Vietnam

42.112.10.66, Vietnam

66.249.76.36, Israel

42.112.10.74, Vietnam

42.112.10.85, Vietnam
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

42.112.10.75 Vietnam 147.237.0.120 miluim.aka.idf.il Invalid TCP Flags drop BBL-Israel 1

42.112.10.80 Vietnam 147.237.0.120 miluim.aka.idf.il Invalid TCP Flags drop BBL-Israel 1

42.112.10.81 Vietnam 147.237.0.120 miluim.aka.idf.il Invalid TCP Flags drop BBL-Frankfurt 1

42.112.10.66 Vietnam 147.237.0.120 miluim.aka.idf.il Invalid TCP Flags drop BBL-Israel 1

42.112.10.85 Vietnam 147.237.0.120 miluim.aka.idf.il Invalid TCP Flags drop BBL-Frankfurt 1

42.112.10.69 Vietnam 147.237.0.120 miluim.aka.idf.il Invalid TCP Flags drop BBL-Israel 1

104.37.213.35 United States 147.237.0.120 miluim.aka.idf.il JLM_Purple_Con_Limit_Tcp drop BBL-Israel 1

42.112.10.70 Vietnam 147.237.0.120 miluim.aka.idf.il Invalid TCP Flags drop BBL-Israel 1

42.112.10.73 Vietnam 147.237.0.120 miluim.aka.idf.il Invalid TCP Flags drop BBL-Frankfurt 1

42.112.10.74 Vietnam 147.237.0.120 miluim.aka.idf.il Invalid TCP Flags drop BBL-Israel 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

185.120.124.20 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.64.185.238 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 36

79.181.186.198 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

109.67.128.163 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

109.253.205.103 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 16

46.19.86.127 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

204.79.180.225
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.110
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

157.55.39.135
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.172
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.68
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.228
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.141
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

79.183.75.58 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.183
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.73
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

79.177.99.229 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.247
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.143
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.1
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.185
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.105
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.156
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.6
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.19.86.127 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 2

46.19.86.227 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.175.13.138 Germany 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

89.139.177.40 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

79.181.99.81 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

213.8.204.29 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

95.86.64.148 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

66.249.76.36 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/s8009654/appdata/local/microsoft/windows/temporary internet
files/content.outlook/ac1ertwo/hachvana.mod.gov.il

Block 1
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