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|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste

|9 gnature | Devi ce Action |CP I ocation. Location |Count |
185. 89. 217. 234  [Net her| ands 147.237.0.120 |niluimaka.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 8
69. 30. 193. 251 Lhited Sates |147.237.0.120 |mluimaka idf.il |bl ock-sp-trafl forward DP-Tehi | a 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-26-2016-14:08:09 to 09-26-2016-15:08:09

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
66. 249. 93. 80 Eur ope 147.237.0.120 niluimaka.idf.il ET SCAN NVAP -sA (2) 1




09-26-2016-14:08:09 to 09-26-2016-15:08:09

|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

dgnature

Ceo

Sreaning Engine: TP Invalid

Inval i d segnent

ret ransm ssi on.

Packet

Ret ransni ssi on

dr opped.

176.13. 2. 40 | srael 147.237.0.120 |mluimaka. i df . i s . drop 180
Ret r ansn ssi on dr opped.
2.53. 63. 207 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
46.19.85.104  |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansn ssi on dr opped.
109. 253. 221. 195/i srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
176.13.7.208  |Israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansn ssi on dr opped.
46.19. 85. 157 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 137
46. 19. 85. 157 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 122
46.19. 86. 13 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 108
Ret r ansni ssi on dr opped.
46. 19. 85. 233 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 99
46.19. 85. 233 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 94
2.53.3.209 I srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 72
Ret r ansni ssi on dr opped.
46.19. 85. 12 | srael 147. 237. 0. 120 |nil ui maka.i df . i Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 72
Ret r ansni ssi on dr opped.
46. 19. 85. 59 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 64
79. 180. 148. 97 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 58
46.19.86.216  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 54
Ret ransn ssi on dr opped.
46. 19. 86. 27 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 53
46. 19. 86. 27 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 46
109. 253.219.5 |Israel 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 45
Ret r ansni ssi on dr opped.
46. 19. 86. 200 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 42
46.19. 85. 73 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 41
82.81.216.224 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 40
Ret r ansni ssi on dr opped.
46. 19. 86. 39 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 38
46. 19. 85. 73 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 37
176.13. 5. 74 I'sr ael 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet ) 36
Ret r ansni ssi on dr opped.
2.55.151.168 |l srael 147. 237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret ransn ssi on dr opped.
46.19. 85. 61 I'sr ael 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.
2.53.181.219  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet ) 36
Ret ransn ssi on dr opped.
109. 253. 217. 62 |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.
37.26. 149 178 | srael 147. 237. 0. 120 ni i maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransn ssi on dr opped.
46.19.85.212  |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.
46.19. 86. 92 | srael 147. 237. 0. 120 ni i maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransni ssi on dr opped.
176.13. 245.96 |l srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.
2 532150 | srael 147. 237. 0. 120 ni i maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransni ssi on dr opped.
2.55.191.105 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.
46.19.86.207  |Israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret ransn ssi on dr opped.
109. 226. 21. 151 |l srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.
176.13. 14. 12 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransn ssi on dr opped.
2.55.128.117  |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.
46.19. 85. 58 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransn ssi on dr opped.
77.125.55. 8 I'sr ael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.
157. 55. 12. 86 Lhi ted 147. 237. 0. 120 |nil i maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Sates Ret ransn ssi on dr opped.
2.55.24.12 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36
46.19. 85. 25 I'sr ael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.
2.53.159. 144 I srael 147. 237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.
14.161. 20. 28 \i et nam 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 36
84.95.212.70  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.
109. 253. 204. 1881 sr ael 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.
176.13.235.25 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.
2 53 55.11 | sragl 147. 237. 0. 120 |nil ui maka i df . i Sream ng Er_19| ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
2 53 187. 10 | st ael 147 237.0. 120 il vi maka.i df i Sreamng Engine: TCP Invalid Invalid segnent retransmission. Packet drop 36




09-26-2016-14:08:09 to 09-26-2016-15:08:09

|Top Attackers In V\AF|

Attacker Address|Attacker Geo|Target Address |Ste |9 gnature | Devi ce Action|Count |
37.26.149.204 |lsrael 147.237.0. 120 |nmil ui maka.idf.illLhaut hori zed UR. Access to www il uimaka.idf.il/sip storage/files/ 1/ 2261. pdf |B ock 2
46.19. 86. 156 | srael 147.237.0. 120 |nil uimaka. i df. i |Unknown HTTP Request Method -1L, he; g=0. 8, en-US; g=0. 6, en; g=0. 4 in URL B ock 1
46.19. 85.0 | srael 147.237.0. 120 |nil uimaka.idf.i||Di stri buted Unknown HTTP Request Met hod B ock 1
46. 19. 86. 156 | srael 147.237.0.120 |nil ui maka.idf.il|Abnornal | y Long Request net hod B ock 1
46. 19.85.0 | srael 147.237.0. 120 |mluimaka.idf.il|D stributed Abnornal | y Long Request B ock 1
46. 19. 86. 156 | srael 147.237.0.120 il uimaka.idf.il|Mal formed URL B ock 1
46. 19.85.0 | srael 147.237.0.120 |niluimaka.idf.il|O stributed Ml forned URL B ock 1
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