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192.116.232.69, Israel

169.229.3.91, United States

182.255.0.6, Indonesia
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

182.255.0.6 Indonesia 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 2
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

82.81.107.98 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2568

199.203.215.1 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1028

46.19.85.35 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

37.26.148.178 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 49

37.26.147.171 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

46.19.86.64 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 29

46.19.86.64 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 29

46.19.86.32 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 26

184.2.161.2
United
States

147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

87.71.71.148 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

109.64.58.30 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 22

84.95.208.20 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 18

46.19.86.70 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 18

109.65.17.117 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

213.8.204.10 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

62.90.163.180 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 13

46.19.86.32 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 13

46.19.85.62 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 11

15.203.178.34 France 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

46.19.86.70 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

213.8.204.33 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

109.67.246.6 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

46.19.85.62 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 9

79.178.28.193 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

45.56.154.51
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

81.218.61.202 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 8

79.176.65.101 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 8

31.154.7.4 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 5

204.79.180.51
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.19.86.32 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

217.132.132.95 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.177
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.19.85.196 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

91.197.61.250 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.120
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

109.66.15.19 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

204.79.180.186
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.19.86.64 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

31.154.23.74 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.132
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

185.127.10.42 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.226
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.25
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

204.79.180.137
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

84.95.21.211 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 4

46.19.86.154 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

199.203.215.1 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.155 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.85.43 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.154 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 2

 09-25-2016-15:08:01 to 09-25-2016-16:08:01 



Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

192.116.232.69 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/scriptresource.axd
parameter wb48617274

Block 2

169.229.3.91
United
States

147.237.0.120 miluim.aka.idf.ilIllegal Byte Code Character in Method “–̃ Block 1

192.116.232.69 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

169.229.3.91
United
States

147.237.0.120 miluim.aka.idf.ilIllegal Byte Code Character in URL Block 1

169.229.3.91
United
States

147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method “–˜ in URL Block 1
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