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|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |CP I ocation. Location |Count |
185. 89. 217. 235 |Net herl ands 147.237.0.120 |niluimaka. idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2
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|Top Attackers In IPS|
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

At acker

‘Target Address |Ste

Sgnature

Geo
46.19. 86. 230 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 286
2.53.45.130 | srael 147.237.0. 120 |m ! uimaka. i df . i Strean 9 Ejg| ne: TP Invalid nvalid segnent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.
46. 19. 86. 230 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval id ACK nunber noni t or 190
46. 19. 85. 57 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 52
46. 19. 85. 57 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 45
79.182. 86. 30 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 36
109. 253. 218. 44 |I sr ael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.
77.125.9.208 |israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.
37.26.148. 148 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 26
104. 237.91. 211 |Hong Kong |147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 25
104. 237.91. 211 |Hong Kong |147.237.0. 120 |nil ui maka. i df . i {dr op g:gzgfg;ed post SYN packet - RST or SWN |, 25
104. 237.91. 211 |Hong Kong |147.237.0.120|nil uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
104. 237. 91. 211 |Hong Kong |147.237.0. 120 |mlui maka.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 25
2.55.143.80  |Israel 147. 237. 0. 120 il ui maka i df i [ €3M N9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 18
Ret r ansni ssi on dr opped.
37.142.9.70  |israel 147. 237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet drop 16
Ret r ansn ssi on dr opped.
46. 19. 86. 64 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 14
46. 19. 86. 35 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19. 86. 35 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 12
213.57.39. 74 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or
185. 13. 195. 238 |I srael 147.237. 0. 120 i ui maka i df i [ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
185. 120. 125. 68 |1 srael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
185. 13. 195. 238 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 9
80. 246.133.23 [Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 8
Ret r ansni ssi on dr opped.
46. 19. 86. 26 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 26 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
185. 24. 76. 158 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 4
5.102. 220. 44 | srael 147.237.0. 120 |m| ui maka.i df . i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
188. 120. 154. 31 |I srael 147.237. 0. 120 il ui maka. i df i [/ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 4
Ret r ansni ssi on dr opped.
185. 89. 217. 225 |[Netherl ands |147. 237. 0. 120 |nil ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
185. 13. 195. 238 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
185. 89. 217. 225 |Netherl ands |147.237. 0. 120 nil uimaka. i df. i jdr op g;schfz;ed post SYN packet - RST or SWN drop 2
176. 13. 241. 130 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST noni t or 1
46. 116. 88. 66 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
37.142.95. 15 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 87 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
185. 89. 217. 225 |Netherl ands |147.237.0. 120 |mluimaka.idf.i|Drectory Traversal directory traversal overflow noni t or 1
46.117. 162. 197 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nuniber noni t or 1
185. 89. 217. 225 |Netherl ands |147.237. 0. 120 |nil uimaka.i df.i |Bad TCP sequence Inval i d ACK nunber alert 1
104. 237.91. 211 |Hong Kong |147.237.0.120|nil uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
46. 120. 134. 158 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 1
46. 19. 86. 64 | srael 147.237.0. 120 |m| ui maka.i df . i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
2.55.21. 227 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
172.247. 86. 216 L;;:ss 147.237.0. 120 |mluimaka. i df.i |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 1
84.109. 6. 82 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 1
46. 19. 86. 87 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 86. 24 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
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185. 89. 217. 225 |Netherl ands |147.237.0. 120 |m! ui maka. i df . i B ock 1




