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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address
185. 89. 217. 231

|9 gnature
Net her | ands 147.237.0. 120

| Devi ce Action |CP I ocation. Location |Count |
il uimaka.idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 4
185. 89. 217. 234  |Net her| ands 147.237.0.120 |niluimaka idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2
185. 89. 217. 235 [Net her| ands 147.237.0.120 |nmiluimaka idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address | gnature
195. 16. 127. 148 Russi an Federation 147.237.0.120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Geo ‘Target Address |Ste dgnature Action ‘Oount

109. 65. 96. 104 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 15100
Ret r ansni ssi on dr opped.

132.66.218.80 [l srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 4100
Ret ransni ssi on dr opped.

62.90.72.253  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2568
Ret r ansni ssi on dr opped.

176.13. 235, 178 |Israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 1305
Ret ransni ssi on dr opped.

192.118.78.200 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 1024
Ret r ansni ssi on dr opped.

77.138.220. 246 |Fance 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 289

147.235.185. 78 |l srael 147.237.0. 120 |mluimaka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout noni t or 145

141. 226. 151. 228|l srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

2 53.9 35 — 147 237. 0. 120 |nil ui maka. i of . i Sreannng Er)gl ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

176.13.18.102 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 81
Ret r ansni ssi on dr opped.

207.232.46.58 | srael 147. 237. 0. 120 |nil ui maka i of . [/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 64
Ret ransni ssi on dr opped.

46. 19. 86. 18 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 55

46.19. 86. 18 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 51

62. 90. 159. 249 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 50

46. 19. 86. 220 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At ack SYN -> SYN ACK - > RST noni t or 49

46.19. 85. 246 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 45

46. 19. 85. 28 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 40

46. 19. 85. 28 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 40

176.13.242.23 I srael 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

213. 8. 96. 15 I'sr ael 147.237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret ransni ssi on dr opped.

2.53.35. 35 I srael 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

109. 253. 229. 1131 srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

46.19. 86. 17 I srael 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

46.19.85.130  |israel 147.237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

79.177.193. 251 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

176.13.9.115 [ srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

41.141.218.12 |Mbrocco  |147.237.0.120|mi vimaka i df.i |2 €3MNd Engine: TP Invalid Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

5.102.207.110 |israel 147. 237. 0. 120 |nil ui maka i of . {2/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret ransni ssi on dr opped.

79.180. 69. 172 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

176.13. 231. 158 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

2.53.186.211 | srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 36
Ret r ansni ssi on dr opped.

46.19. 86. 77 I srael 147.237.0. 120 |ml uimaka.i df . i Streanm "9 Er)gl ne: T invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

109. 253. 147. 207 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

46.19. 85. 72 I srael 147.237.0. 120 |ml uimaka.i df . i Streanm "9 Er)gl ne: T invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

109. 253. 208. 149]I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

199. 203. 119. 246|l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 36

46. 19. 85. 246 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 32

46.19. 86. 233 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 27

46. 19. 85. 52 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 26

46. 19. 86. 233 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 25

80.178. 198. 72 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

37.26.148.172 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 25

109. 67.176. 63 |l srael 147.237.0. 120 |m| ui maka.i df .i |SYN At t ack SYN -> SYN- ACK -> RST noni t or 25

46. 19. 85. 196 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout noni t or 25

46. 19. 85. 52 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 25

46.19.86.130  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 20
Ret r ansni ssi on dr opped.

46. 19. 86. 130 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id sequence nuniber noni t or 20

192. 198. 151. 45 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 18

109. 253. 139. 218|l srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 16

87. 68. 10. 156 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 16
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address [Ste

Sgnature

Devi ce

‘Oount

Geo Action
185.89. 217. 234 |Nether|ands |147. 237. 0. 120 |ml v maka.i df . i {75 1S Above Root D rectory . Bl ock 1
wwnv miluimaka.idf.il/../inages/ shared/ hp/ hp i con. png
46.19. 86. 120 | srael 147.237.0. 120 |ml ui maka. i df.i|Unknown HTTP Request Method 36 in URL safari/601.1 B ock 1
- . .ID0stributed Unauthorized URL Access on
194. 114. 146. 227l srael 147.237.0. 120 |m | ui maka. i df . waw il i maka, i of . i 1/si p storagelfil es/5/ 1935, gi f B ock 1
Ui ted Unaut hori zed URL Access to
68. 180. 228. 44 Sates 147.237.0. 220 |ml uimaka.idf.i|wwy mlui maka.idf.il/tenpl ates/general /v ishuri maka.idf.il/1044-he/ishurim |B ock 1
aspx
194. 114. 146. 2271 srael 147. 237. 0. 120 nit ui maka.i of . i DO stributed Lhknown Paraneter on wawy ml ui maka.idf.il/scriptresource. axd B ock 1
par anet er wb48617274
46.19. 86. 120 | srael 147.237.0.2120|mluimaka.idf.i|lllegal HITP \krsi on B ock 1
81. 218, 56. 171 I sragl 147. 237. 0. 120 |ni | i maka. i df . i DO stributed Lhknown Paraneter on wawy mil ui maka.idf.il/scriptresource. axd B ock 1
par anmet er wh48617274
46.19. 86. 120 | srael 147.237.0.120|nml uimaka.idf.i|Mlformed URL safari/601. 1 B ock 1
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