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|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste

185. 89. 217. 230

|9 gnature | Devi ce Action |CP I ocation. Location |Count |
Net her | ands 147.237.0.120 |niluimaka. idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 7
185. 89. 217. 232  |Net herl ands 147.237.0.120 |niluimaka idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

dgnature

Devi ce

Ceo

Sreaning Engine: TP Invalid

Inval i d segnent retransnission.

Packet

Action

‘Count

2.53.175. 251 | srael 147.237.0.120 |mluimaka. i df . i S drop 4608
Ret r ansn ssi on dr opped.

2.53.45. 118 I srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 225
Ret r ansni ssi on dr opped.

46.19. 85. 161 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 180

46.19. 85. 161 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 148

176.13.233. 110 |Israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

2 53.8 115 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 81
Ret r ansni ssi on dr opped.

84.108. 145. 215 |Israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 64
Ret r ansni ssi on dr opped.

2.55.180. 92 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 64

2.55.62.132 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 52

2.55. 142. 25 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 49

176.13.1.108  |Israel 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet 45
Ret r ansni ssi on dr opped.

46.19. 85. 117 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 39

46.19. 86. 115 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 38

2 55.142 7 | srael 147. 237. 0. 120 |nil ui maka.i df . i SIreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

2.53.184.7 I'sr ael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

2 53.14. 107 | srael 147. 237. 0. 120 |nil ui maka.i df . i SIreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

2.53.4.62 I'sr ael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 36
Ret r ansnii ssi on dr opped.

46. 19. 86. 55 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 36

79.178. 225. 153 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

37.26.148.242 |israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

79.182. 104. 144 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret ransn ssi on dr opped.

2.53. 25. 67 I'sr ael 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet ) 36
Ret r ansni ssi on dr opped.

37.26. 147 199 | srael 147. 237. 0. 120 |nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransn ssi on dr opped.

46.19. 85. 74 I'sr ael 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

109. 65. 76. 84 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

37.26.146. 144 |Israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46. 19. 85. 16 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber alert 36

2 53 33.183 | st ael 147 237.0. 120 il vi maka.i df i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 36
Ret r ansnii ssi on dr opped.

2.55.134.135  [Israel 147.237.0. 120 |nil i maka. i of . {2/ 39 Endine: TP Invalid Invelid segrent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

2.53.182.201  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

2 53 12.75 | sragl 147. 237. 0. 120 |nil ui maka i df . i Sream ng Er_19| ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

2 53.2 217 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.

46. 19. 85. 119 | srael 147.237.0. 120 |ml uimaka. i df.i Strean i Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46. 19. 86. 55 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 36

109. 253. 195. 145|| srael 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret ransn ssi on dr opped.

188. 120. 143. 75 |l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN- ACK - > RST noni t or 32

192.198. 151. 45 |Eur ope 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 32

46. 19. 86. 115 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 30

79.177. 150. 25 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 29

109. 226. 20. 82 | srael 147.237.0. 120 |ml ui maka. i df . i |dr op SAMrul e drop 29

212.179. 215. 221 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 26

79.178.94.234 |lsrael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN- ACK - > RST noni t or 26

62. 90. 140. 92 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

2.55.162. 120 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

46.19. 85. 131 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence noni t or 25

212.179. 215. 221|l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 25

2.55.21.18 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

176. 13. 249. 101 |l srael 147.237.0.120|ml uimaka.idf.i|SYN At tack SYN -> SYN- ACK - > RST noni t or 25

46. 19. 85. 152 | srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 20

37.26.147.230 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 20
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Target Address |Ste Sgnature . ‘Oount
Ceo Action
212. 25. 84. 200 | srael 147.237.0. 120 |ml uimaka.i df . i |Unaut hori zed HTTP Met hod B ock 2
194. 114. 146. 2271 srael 147. 237. 0. 120 | ui m akas i df . i D stributed Lhknown Paraneter on ww il ui maka. i df.il/scriptresource. axd B ock 2
par anet er wh48617274
46.19. 86. 250 | srael 147.237.0. 120 |mluimaka.idf.i|D stri buted Unknown HTTP Request Met hod B ock 1
212. 25. 84. 200 | srael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 212. 25. 84. 200 B ock 1
46.19. 85. 225 | srael 147.237.0. 120 |mluimaka.idf.i|D stri buted Unknown HTTP Request Met hod B ock 1
46. 19. 86. 250 | srael 147.237.0.120|mluimaka.idf.illllegal HITP \krsion B ock 1
46. 19. 85. 31 | srael 147.237.0. 120 |ml ui maka.idf.i|D stributed Ml forned URL B ock 1
46.19. 86. 250 | srael 147.237.0. 120 |mluimaka.idf.i|Abnornal | y Long Request net hod B ock 1
169. 229. 3. 91 gl;ttees 147.237.0. 120 |mluimaka.idf.ill 11 egal Byte Gode Character in Mt hod B ock 1
46.19. 85. 31 | srael 147.237.0.120|mluimaka.idf.i|D stri buted Unknown HTTP Request Met hod B ock 1
212.25.84.200 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed UR_ Access to vwwv il uimaka.idf.il/sip storage/files/6/ B ock 1
46. 19. 86. 250 | srael 147.237.0. 120 |ml ui maka.idf.i|D stributed Ml forned URL B ock 1
46. 19. 85. 225 | srael 147.237.0. 120 |ml ui maka.idf.i|D stributed Ml forned URL B ock 1
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