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Top Attackers 

46.19.85.33, Israel

46.19.86.174, Israel

81.218.241.25, Israel

211.149.231.57, China

66.249.76.78, Israel

183.60.48.25, China

93.172.110.200, Israel

66.249.93.78, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

183.60.48.25 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

211.149.231.57 China 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

109.65.179.212 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2644

109.64.111.205 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2504

80.178.190.171 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2385

46.19.85.149 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 293

46.19.85.252 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 225

46.19.85.34 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 196

46.19.86.197 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 170

46.19.86.197 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 170

46.19.85.19 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 153

46.19.85.19 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 151

37.26.147.189 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

185.120.125.16 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

176.13.230.156 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.53.189.177 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.85.126 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 140

82.102.135.18 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 121

46.19.85.149 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 116

37.26.147.222 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 104

66.249.93.78 Europe 147.237.0.120 miluim.aka.idf.ilDirectory Traversal directory traversal overflow monitor 100

2.55.186.53 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 100

66.249.93.76 Europe 147.237.0.120 miluim.aka.idf.ilDirectory Traversal directory traversal overflow monitor 81

46.19.85.11 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 76

46.19.86.45 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

2.53.5.156 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

109.67.108.16 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

80.246.133.145 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

85.64.6.139 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

46.19.86.106 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 54

46.19.85.100 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 54

46.19.86.106 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 54

46.19.85.79 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 52

199.203.63.205 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 50

46.19.85.204 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 50

212.235.67.47 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 50

46.19.85.79 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 46

37.26.146.198 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 45

192.198.151.45 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 42

46.19.86.65 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 41

46.19.86.65 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 41

46.19.85.103 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 39

46.19.85.103 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 38

46.19.85.126 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 38

85.64.8.24 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 37

37.26.146.149 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 37

2.53.132.17 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

79.180.157.186 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 36

213.57.115.97 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.53.48.62 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.55.44.202 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

37.26.146.177 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

81.218.241.25 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

46.19.85.33 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Malformed URL Block 1

46.19.86.174 Israel 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method HTTP/1.1 in URL www.miluim.aka.idf.il Block 1

81.218.241.25 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

46.19.85.33 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown HTTP Request Method Block 1

66.249.76.78 Israel 147.237.0.120 miluim.aka.idf.il
Unknown Parameter fileld in
www.miluim.aka.idf.il/console/core/doc_mgr/library/manage/resource/getfilecontent
.hh.asp

Block 1

93.172.110.200 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.as
px

Block 1

46.19.85.33 Israel 147.237.0.120 miluim.aka.idf.ilIllegal HTTP Version Block 1

66.249.93.78 Israel 147.237.0.120 miluim.aka.idf.ilDistributed URL is Above Root Directory Block 1

46.19.86.174 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL Block 1
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