09-21-2016-11:08:02 to 09-21-2016-12:08:02

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

Nunmber
a
Attacks 44

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

Top Attackers

W 46.19.85.33, |srael
46. 19. 86. 174, |srael
[ 81.218.241. 25, Israel
211.149. 231. 57, China
B 66.249. 76. 78, |srael
W 183.60.48.25, China
¥ 93.172.110. 200, |srael
W 66.249.93.78, Israel




09-21-2016-11:08:02 to 09-21-2016-12:08:02

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




09-21-2016-11:08:02 to 09-21-2016-12:08:02

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-21-2016-11:08:02 to 09-21-2016-12:08:02

|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Count |
183. 60. 48. 25 Chi na 147.237.0.120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
211. 149. 231. 57 Chi na 147.237.0. 120 nluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Geo Target Address |Ste Sgnature

109. 65. 179. 212 | srael 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2644
Ret r ansni ssi on dr opped.

109. 64. 111, 205 |I srael 147. 237. 0. 120 |nil ui maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2504
Ret r ansm ssi on dr opped.

80. 178. 190. 171 |I srael 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2385
Ret r ansni ssi on dr opped.

46.19. 85. 149 | srael 147.237.0.2120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 293

46. 19. 85. 252 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST noni t or 225

46.19. 85. 34 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 196

46.19. 86. 197 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 170

46.19. 86. 197 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 170

46. 19. 85. 19 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence Inval id ACK nunber noni t or 153

46.19. 85. 19 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 151

37.26.147.189 |israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

185. 120. 125. 16 | srael 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

176. 13. 230. 156 |I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

2.53.189.177 |israel 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

46. 19. 85. 126 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber alert 140

82.102.135. 18 |l srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 121

46.19. 85. 149 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 116

37.26.147.222 |lsrael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 104

66. 249. 93. 78 Eur ope 147.237.0. 120 |mluimaka. i df.i|Orectory Traversal directory traversal overflow noni t or 100

2.55.186. 53 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 100

66. 249. 93. 76 Eur ope 147.237.0.120|mluimaka. idf.i|Drectory Traversal directory traversal overflow noni t or 81

46.19.85.11  |Israel 147.237. 0. 120 |nitl ui maka. i of i (2 €3M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 76
Ret r ansni ssi on dr opped.

46. 19. 86. 45 I srael 147. 237. 0. 120 |nitl ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 72
Ret ransni ssi on dr opped.

2.53.5. 156 I srael 147.237. 0. 120 |nitl ui maka. i of i (2 €3M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

109. 67. 108. 16 |l srael 147.237.0. 120 |ml uimaka. i df . i Streant ng E_wgl ne: T Imvalid nvalid segnent retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.

80. 246. 133. 145 |I srael 147.237. 0. 120 |nitl ui maka. i of i (27 €M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.

85. 64. 6. 139 | srael 147.237.0. 120 |ml uimaka. i df . i Streant ng E_wgl ne: T Imvalid nvalid segnent retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.

46.19. 86. 106 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 54

46.19. 85. 100 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 54

46.19. 86. 106 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 54

46. 19. 85. 79 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence Inval id ACK nunber alert 52

199. 203. 63. 205 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 50

46. 19. 85. 204 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST noni t or 50

212.235.67. 47 |lsrael 147.237.0. 120 |m | uimaka. i df.i|Bad TCP sequence I nval i d sequence nunber noni t or 50

46.19. 85. 79 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 46

37.26.146. 198 |Israel 147.237. 0. 120 |nil ui maka. i of i (2 " €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 45
Ret r ansni ssi on dr opped.

192. 198. 151. 45 |Eur ope 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 42

46. 19. 86. 65 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 41

46. 19. 86. 65 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 41

46.19. 85. 103 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 39

46. 19. 85. 103 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence Inval id ACK nunber alert 38

46.19. 85. 126 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 38

85. 64. 8. 24 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 37

37.26.146. 149 |lsrael 147.237.0. 120 |m | uimaka.i df.i|Bad TCP sequence I nval i d sequence nunber noni t or 37

2.53.132.17  |israel 147.237. 0. 120 |nil ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

79.180. 157. 186 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

213.57.115.97 |israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet 36
Ret r ansn ssi on dr opped.

2.53. 48. 62 I srael 147.237. 0. 120 |nil ui maka. i of i (2 " €3MN9 Engi ne: TP Inval i d Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

2.55.44.202  |israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet 36
Ret r ansn ssi on dr opped.

37.26.146.177 |Israel 147.237. 0. 120 |nil ui maka. i of .i (2 " €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.
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81.218.241.25 |lsrael 147.237.0. 120 |ml ui maka. i df . i lLhaut hori zed URL Access to wan mil uimaka.idf.il/sip storage/files/5/ 1935. gi f B ock 1
46. 19. 85. 33 | srael 147.237.0. 120 |mluimaka.idf.i D stributed Ml forned URL B ock 1
46. 19. 86. 174 | srael 147.237.0. 120 |m| ui maka. i df . i {Uhknown HTTP Request Method HTTP/ 1.1 in URL www mluimaka.idf.il B ock 1
81.218.241.25 |Israel 147.237.0. 120 |ml ui maka. i df . i {Uhknown Paraneter wbh48617274 in ww ml ui maka.idf.il/scriptresource. axd B ock 1
46. 19. 85. 33 | srael 147.237.0. 120 |mluimaka.idf.i|D stri but ed Unknown HTTP Request Mt hod B ock 1
Uhknown Paraneter fileld in
66. 249. 76. 78 | srael 147.237.0. 120 |ml uimaka. i df . i hww m | ui maka.idf.il/consol e corel/ doc_ngr/li brary/ manage/ resour ce/ getfil econtent |B ock 1
. hh. asp
Uhaut hori zed URL Access to
93.172. 110. 200 |l srael 147.237.0. 120 |ml ui maka. i df . i hww nil uimaka.idf.il/tenpl ates/general /waw i shuri maka.idf.il/1044-he/ishuri mas |B ock 1
pXx
46. 19. 85. 33 | srael 147.237.0.120|mluimaka.idf.illllegal HITP \krsion B ock 1
66. 249. 93. 78 | srael 147.237.0. 120 |mluimaka.idf.ilDstributed LR is Above Root DOrectory B ock 1
46.19. 86. 174 | srael 147.237.0. 120 |m | ui maka.idf.i|Mal formed URL B ock 1
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