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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address

|9 gnature | Devi ce Action |CP I ocation. Location |Count |
213. 8.50. 49 | srael 147.237.0.120 |mluimaka idf.il |L4 Source or Dest Port Zero drop BBL.- | srael 25
185. 89. 217. 226  |Net herl ands 147.237.0.120 |niluimaka idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3
185. 89. 217. 225 [Net her| ands 147.237.0.120 |nmiluimaka idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
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|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |Ste dgnature

37.26.147.189 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 3800
Ret r ansn ssi on dr opped.

2.53.160.125  |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 180
Ret r ansni ssi on dr opped.

77.124.11.15  |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 180
Ret r ansn ssi on dr opped.

46. 19. 85. 149 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK - > RST noni t or 148

46.19.86.238  [Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 144
Ret r ansni ssi on dr opped.

46.19. 86. 190 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 141

46. 19. 86. 190 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 136

213. 8. 50. 49 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 126

212.29.203. 226 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 122

31.154.81.3 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 121

46. 19. 86. 6 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 120

46. 19. 86. 6 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 110

37.26.148.204 | srael 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet 108
Ret r ansni ssi on dr opped.

176. 13. 251. 46 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 104

2.55.172. 145 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 100

2 53.28. 100 | srael 147. 237. 0. 120 |nil ui maka.i df . i Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 72
Ret r ansni ssi on dr opped.

2.55.8. 158 I srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 72
Ret r ansni ssi on dr opped.

79.176.72.52 I srael 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.

2.55. 49, 135 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 64

2.55.169. 94 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 49

46. 19. 86. 90 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 46

46. 19. 85. 202 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 46

46. 19. 86. 90 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 46

46.19. 85. 202 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 44

79.178.108. 155 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 41

46. 19. 85. 33 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 40

46.19.85.242  |israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 38
Ret ransn ssi on dr opped.

46. 19. 85. 33 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 37

2.53.47.122 I'sr ael 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

141, 226.218.13 |Israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

2.55.10. 182 I'sr ael 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

46. 19. 85. 57 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 36

109. 253.240.6  |Israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 36
Ret r ansni ssi on dr opped.

2.53.145.176  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

95.35.174. 248 |Israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

2 53.60. 76 | st ael 147 237.0. 120 il vi maka.i df . i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.

176.13.8.174  |[Israel 147.237. 0. 120 |nil i maka. i of i {2/ €39 Endine: TP Invalid nvelid segrent retransmssion. Packet |, o, 36
Ret r ansni ssi on dr opped.

213. 8. 95. 243 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nuniber noni t or 36

109. 253. 205. 225|1 srael 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret ransn ssi on dr opped.

185. 24. 207. 111 |l srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

2 53.169. 89 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransn ssi on dr opped.

2.53.139.243  |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

2.55.151.130  [Israel 147. 237. 0. 120 |ni | ui maka. i o i | 629 Eni ner TCP Irval i d nvalid segent retransmssion Facket 4 o, 36
Ret ransn ssi on dr opped.

2.53.50. 58 I'sr ael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

2 55.20.13 | srael 147. 237. 0. 120 |nil i maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransn ssi on dr opped.

46. 19. 85. 57 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 36

109. 253. 240. 107 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

5 28 181. 9 lsrael 147. 237. 0. 120 |nil ui maka.i df . i Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

2.53.155.182 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

176.13. 251. 93 lsrael 147. 237. 0. 120 |nil ui maka.i df . i Sreaning Engine: TP Invalid Inval i d segnent retransnission. Packet drop 36

Ret r ansni ssi on

dr opped.
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84. 95. 208. 20 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
46.19. 86. 189 | srael 147.237.0.120|mluimaka.idf.illllegal HITP \krsion B ock 1
46. 19. 86. 14 | srael 147.237.0. 120 |ml ui maka. i df.i|Lhaut hori zed URL Access to ww nil ui maka.idf.il/1563-he/ m | ui maspx’ B ock 1
46. 19. 86. 76 | srael 147.237.0. 120 |ml ui maka.idf.i|D stributed Ml forned URL B ock 1
46. 19. 86. 58 | srael 147.237.0. 120 |mluimaka.idf.i|Ml forned URL B ock 1
46.19. 86. 76 | srael 147.237.0. 120 |mluimaka.idf.i|D stri buted Unknown HTTP Request Met hod B ock 1
46.19. 85. 133 | srael 147.237.0. 120 |mluimaka.idf.i|D stributed Ml forned URL B ock 1
84. 95. 208. 20 | srael 147.237.0. 120 |ml uimaka.idf.i|PHP Attenpt B ock 1
46. 19. 86. 58 | srael 147.237.0. 120 |m| ui maka. i df . i |[Unknown HTTP Request Method 7725. in URL B ock 1
46.19. 86. 189 | srael 147.237.0.120|mluimaka.idf.i|D stri buted Unknown HTTP Request Met hod ock 1
46.19. 85. 133 | srael 147.237.0. 120 |mluimaka.idf.i|D stri buted Unknown HTTP Request Met hod B ock 1
84.95.208.20 | srael 147, 237. 0. 120 |nil ui maka. i df . | "ULhori zed LRL Access to o Bl ock 1
wane i | ui maka. i df . i |/t enpl at es/ honepage/ pi wi k. php
46. 19. 86. 76 | srael 147.237.0. 120 |ml ui maka.i df.i|Abnornal | y Long Request net hod B ock 1
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