09-20-2016-22:08:08 to 09-20-2016-23:08:08

@
1"NPT SwNn

oV

www.gov.il

|Top Targets |

Focused IP Under
Attack Daily Report

1-
Nunmber
a
Attacks

l 185. 89. 217. 228, Net herl ands
182. 255. 0. 6, | ndonesi a

Top Tar get
[Top Attackers |
14
Nunmber
a
Attacks
0 >
o"’é\
P
&
[}
o
o
Ng

Top Attackers




09-20-2016-22:08:08 to 09-20-2016-23:08:08

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on



09-20-2016-22:08:08 to 09-20-2016-23:08:08

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-20-2016-22:08:08 to 09-20-2016-23:08:08

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
182. 255. 0. 6 | ndonesi a 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1




09-20-2016-22:08:08 to 09-20-2016-23:08:08

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address |Ste

Sgnature

Sreaning Engine: TP Invalid

Inval i d segnent retransnission.

Packet

5.102. 195. 14 | srael 147.237.0.120 |mluimaka.idf.i S . drop 3125
Ret r ansni ssi on dr opped.

77.125.86.143 |israel 147.237. 0. 120 |l vi maka i df .i (2 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 324
Ret ransni ssi on dr opped.

46.19.85.246  |Israel 147. 237. 0. 120 |l vi maka. i df .i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret r ansni ssi on dr opped.

46. 19. 85. 108 | srael 147.237.0.120|ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 49

46. 19. 85. 108 | srael 147.237.0.120|ml ui maka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 49

85. 130. 226. 225 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 38

46.19.85.156 |l srael 147. 237. 0. 120 |l ui maka i df .i (7 €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

2.53.58. 142 I'sr ael 147.237. 0. 120 |l vi maka i df .i (X €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 36
Ret ransni ssi on dr opped.

109. 253. 200. 163|l srael 147.237. 0. 120 |l ui maka i df .i (7 €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

79.182.117. 240 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

46.19. 85. 149 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN - > SYN- ACK -> Ti neout noni t or 25

46. 19. 85. 35 | srael 147.237.0. 120 |ml uimaka. i df.i |ISYN At t ack SYN -> SYN-ACK -> RST noni t or 25

37.26. 146. 144 | srael 147.237.0. 120 |ml uimaka. i df.i ISYN At t ack SYN -> SYN-ACK -> RST noni t or 25

85. 130. 226. 225 |l srael 147.237.0. 120 |ml uimaka.i df.i |ISYN At t ack SYN -> SYN-ACK -> RST noni t or 22

46. 19. 86. 100 | srael 147.237.0. 120 |m | ui maka.i df .i |Bad TCP sequence Inval id ACK nunber alert 19

2.53. 166. 41 | srael 147.237. 0. 120 | il vi maka i df .i (2 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 18
Ret ransni ssi on dr opped.

77.138.55.108 |France 147. 237. 0. 120 |l ui maka. i df .i (7 €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 16
Ret r ansni ssi on dr opped.

46.120.174.48 |israel 147.237. 0. 120 | il vi maka i df .i (2 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 16
Ret r ansn ssi on dr opped.

46. 19. 86. 46 | srael 147.237.0. 120 |ml uimaka. i df.i |ISYN At t ack SYN -> SYN-ACK -> RST noni t or 9

89.237 118.28  |France 147. 237. 0. 120 i1 ui m aka.i of . i Sreannng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.

46. 19. 86. 139 | srael 147.237.0.120|ml ui maka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 9

5.102.242.24  |israel 147. 237. 0. 120 |l ui maka. i df .i (2 €2M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 9
Ret r ansni ssi on dr opped.

192.198. 151. 37 |Europe 147.237.0. 120 |m | ui maka.i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 9

46.19. 86. 100 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 9

93, 158. 152. 8 Russi an 147. 237. 0. 120 |nil ui maka. i of . i Streannng Eljgl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 9

Federati on Ret r ansni ssi on dr opped.

84.108. 245. 143 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 9

87.71.47.135  |israel 147. 237. 0. 120 |nil vi maka i of . (27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | . 9
Ret ransni ssi on dr opped.

87.69.104.5 | srael 147.237.0. 120 |ml ui maka.idf.i }SYN At tack SYN - > SYN-ACK -> Ti nmeout noni t or 5

5.22.134. 200 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 5

194. 90. 254. 244 |1 srael 147.237. 0. 120 |l vi maka i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 4
Ret r ansni ssi on dr opped.

84.111. 95. 27 | srael 147.237.0.120|ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4

79.182.96.180 |Israel 147. 237. 0. 120 |l ui maka. i df .i (" €2M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 4
Ret r ansni ssi on dr opped.

217.132.105.59 |Israel 147. 237. 0. 120 |nil vi maka i of . (27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | . 4
Ret r ansn ssi on dr opped.

87.69.104.5 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TGP sequence Inval i d ACK nunber noni t or 4

77.138.137.210 |Fance 147.237.0. 120 |ml ui maka. i df.i |ISYN At t ack SYN -> SYN-ACK -> RST noni t or 4

87.69.104.5 | srael 147.237.0. 120 |ml uimaka.i df.i |ISYN At t ack SYN - > SYN- ACK -> Ti meout aert 4

52.0.238. 61 Wited Sates  |147.237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | . 4
Ret ransni ssi on dr opped.

93.172. 120. 63 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4

46. 19. 85. 22 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 3

46. 19. 85. 22 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber aert 2

46. 19. 86. 46 | srael 147.237.0. 120 |m| ui maka. i df.i |Bad TCP sequence Inval i d sequence nunier noni t or 2

84.111.70. 31 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invali d ACK nunber alert 1

79.180. 125. 246 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

213.151. 42. 252 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 1

66. 249. 93. 76 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

176. 13. 9. 159 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

85. 250. 95. 12 | srael 147.237.0. 120 |m| ui maka.idf.i |SYN At tack SYN -> SYN ACK -> RST noni t or 1

37.142.234. 107 |lsrael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1

84.108. 182. 203 |Israel 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

93.172.210. 109 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 1
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185. 89. 217. 228 |Netherl ands [147.237.0. 120 |m! ui maka. i df.i B ock 1




