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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address

| gnature | Device Action |DP.location. Location |Count |
185. 89. 217. 235 [Net her| ands 147.237.0.120 |niluimaka.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 8
185. 89. 217. 229  [Net her| ands 147.237.0.120 |niluimaka idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 6
63.141.231.198 |lhited Sates |147.237.0.120 |mluimaka idf.il |bl ock-sp-trafl forward DP-Tehi | a 1




09-20-2016-17:08:02 to 09-20-2016-18:08:02

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Geo Target Address|Ste Sgnature Action ‘Count

2 53.17. 219 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansn ssi on dr opped.

176.13.13.153  [Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 1233
Ret r ansni ssi on dr opped.

66. 249. 93. 76 Eur ope 147.237.0.120|mluimaka.idf.i|Drectory Traversal directory traversal overflow noni t or 225

46. 19. 86. 194 | srael 147.237.0. 120 |ml uimaka.idf.i Strean g Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.

46. 19. 86. 58 I srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 144
Ret r ansni ssi on dr opped.

91.135.102. 171 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence noni t or 81

79.176.72.52 I srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.

79.177.193. 251 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 64
Ret r ansni ssi on dr opped.

79.177.26.103 |[Israel 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.

2.55.174. 22 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 50

41.210. 147. 101 [Uganda 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 49

66. 249. 93. 80 Eur ope 147.237.0.120|mluimaka.idf.i|Drectory Traversal directory traversal overflow noni t or 49

46. 19. 85. 103 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 42

46.19. 85. 103 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 41

192. 198. 151. 45 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 41

91.135.102. 171 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 39

46. 19. 85. 235 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 38

84.111. 136. 44 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 36

2.55. 140. 122 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK - > RST noni t or 36

37.26.148. 223 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

109. 253. 200. 14 |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

2 55.128. 23 | srael 147. 237, 0. 120 |ni ui maka.i df . i Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

37.26.146.250 |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

46. 19. 85. 235 | srael 147.237.0. 120 |m | uimaka.idf.i Strean g Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 33
Ret r ansni ssi on dr opped.

46. 19. 85. 235 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 30

84.95.208.20  |Israel 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 27
Ret r ansni ssi on dr opped.

46.19.85. 74 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 26

2.55.162.116 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

194. 242. 165. 227 |F ance 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 25

2.55.139.0 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 25

79.181.175. 4 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

46.19. 85. 196 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 20

37.19.121.166 |[Israel 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 18
Ret r ansni ssi on dr opped.

46.19.85.164  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 18
Ret r ansni ssi on dr opped.

109. 65. 38. 74 | srael 147.237.0. 120 |ml uimaka.idf.i Strean i Er_]gl ne: TP Invalid Invalid segnent retransmssion. Packet drop 16
Ret r ansni ssi on dr opped.

82.208.159.40 |Romania  |147.237.0.120 |nil vimaka i df.i|S" €39 Engine: TP Invalid Invalid segnent retransmssion. Packet . 16
Ret r ansni ssi on dr opped.

79.178.35.254 [ srael 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet 16
Ret r ansni ssi on dr opped.

37. 26. 149. 209 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 16

185. 24. 207. 117 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16

46.117.64.232 |Israel 147. 237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet drop 16
Ret r ansni ssi on dr opped.

93.172. 154. 127 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 16
Ret r ansni ssi on dr opped.

66.249.93.76  |Europe 147. 237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 16
Ret r ansni ssi on dr opped.

46.120.18.24  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 16
Ret r ansni ssi on dr opped.

46.19. 85. 196 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 15

46. 19. 86. 13 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Invalid ACK nunber alert 13

46.19. 86. 13 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 11

46. 19. 86. 59 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 10

46.19. 86. 160 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 9

46. 19. 86. 58 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 9

46.19. 85. 150 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
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|Top Attackers In V\AF|

Attacker Address

|Attacker Geo |Target Address |Ste |9 gnature | Device Action  |Count |
84. 95. 208. 20 | srael 147.237.0.120 miluimaka.idf.il |Miltiple Uhauthorized URL Access from 84.95.208. 20 B ock 2
84. 95. 208. 20 | srael 147.237.0.120 mluimakaidf.il |PHP Attenpt B ock 2
66. 249. 93. 80 | srael 147.237.0. 120 mluimaka idf.il |Dstributed UL is Above Root Drectory Bl ock 1
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