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|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |gte |9 gnature | count |
84. 245. 14. 50 Net her | ands 147.237.0.120 il ui maka. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
58. 218. 200. 137 Chi na 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |Ste dgnature

31.154.49.132 |israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 1024
Ret r ansn ssi on dr opped.

2.53.135. 58 I srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 234
Ret r ansni ssi on dr opped.

188. 120. 154. 20 | srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 80
Ret r ansn ssi on dr opped.

79.176.72.52  |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 64
Ret r ansni ssi on dr opped.

212.179. 46. 189 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 64

37.142.229.40 |lsrael 147.237.0. 120 |ml uimaka. i df . i Strean g Ef.]g' ne: TP Invalid Invalid segnent retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.

89.237.99.173 |Fance 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 50

37.26.146.166 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 49

46. 19. 86. 242 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 46

192. 198. 151. 44 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 46

80. 246.130. 36 | srael 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet 40
Ret r ansni ssi on dr opped.

46.19. 85. 133 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 38

46. 19. 86. 242 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 36

2.53.142. 141 I srael 147. 237. 0. 120 i ui maka i df i [ €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

84.94.198.125 |israel 147. 237. 0. 120 |nill ui maka. i of . [/ M9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 36
Ret r ansni ssi on dr opped.

2 53.2 198 | srael 147. 237. 0. 120 |nil ui maka.i df . i Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

176.13.15.60 |l srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

71.117.180.76 g‘;tt:: 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 36

141. 226. 223. 1631 srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

2.55.129.200  |israel 147.237. 0. 120 i ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

2.53. 150. 58 I'sr ael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

2.53.129. 143 I srael 147.237.0. 120 |ml uimaka. i df . i Strean g Ef.]g' ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

77.139. 68. 14 France 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

2.55.135. 22 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

2 53.178.0 | srael 147. 237. 0. 120 |nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret ransn ssi on dr opped.

2.53.13.57 I'sr ael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

213.57.167.46 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet ) 32
Ret ransn ssi on dr opped.

79.177.14.252 |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 32
Ret r ansni ssi on dr opped.

37.26. 147. 244 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 26

79.178. 37. 116 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 26

46. 19. 85. 133 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 26

2.55.29.152 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

207.237.149.53 ;q;:ee: 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

2.55.41.76 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 25

2.55.18.191 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

46.19.86.240  |israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 18
Ret r ansni ssi on dr opped.

37.26. 149. 237 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16

195.62.30.20  [Israel 147. 237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet ) 16
Ret r ansni ssi on dr opped.

46. 19. 86. 156 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 16

80.246.133.36 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 16
Ret r ansni ssi on dr opped.

77.124.20.0 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16

46.19. 86. 240 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 16

82.81.69.246  |Israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 16
Ret r ansni ssi on dr opped.

31.154.81.47  |israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet ) 16
Ret r ansni ssi on dr opped.

77.139.201. 188 |France 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 16
Ret r ansni ssi on dr opped.

109. 65. 127. 241 |Israel 147. 237.0. 120 |ni | ui maka. i o i | 62 "9 Endi ner TCP Irval i nvalid segent retransmssion Facket 4 o 16
Ret r ansni ssi on dr opped.

80. 246. 130. 253 |l srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 16
Ret r ansni ssi on dr opped.

2.55.167. 185 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 13

192.118.12. 102 |Israel 147.237.0. 120 |ml uimaka. i df . i Strean i Er_1g| ne: TP Invalid Invalid segnent retransmssion. Packet drop 12
Ret r ansni ssi on dr opped.

79.177.14. 252 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 12
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|Top Attackers In V\AF|

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature |Device Action |Count |
46. 19. 85. 162 | srael 147.237.0. 120 mluimaka idf.il |Dstributed Milfornmed URL B ock 1
198. 20. 87. 98 Lhited Sates |[147.237.0.120 niluimaka.idf.il |Unauthorized URL Access to 147.237.0. 120/ robot s. t xt B ock 1
46.19. 85. 162 | srael 147.237.0.120 nmiluimaka idf.il |Ostributed Unknown HTTP Request Met hod B ock 1
46.19. 86. 190 | srael 147.237.0.120 miluimaka idf.il |Malformed URL B ock 1
46. 19. 85. 162 | srael 147.237.0. 120 mluimaka idf.il |Abnornmally Long Request nethod B ock 1
46.19. 86. 190 | srael 147.237.0.120 mluimaka.idf.il |Unknown HTTP Request Method 5 in URL B ock 1
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