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Top Attackers 

46.19.85.162, Israel

185.89.217.229, Netherlands
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

185.89.217.229 Netherlands 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address Site Name Signature
Device
Action

Count

87.71.8.238 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1314

2.55.188.247 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack monitor 144

46.19.85.49 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack monitor 144

46.19.86.28 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 121

46.19.86.28 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 121

5.2.113.198
United
Kingdom

147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 65

37.46.39.192 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

79.176.72.52 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

46.19.85.49 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence monitor 49

46.19.85.6 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 41

79.180.244.175 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 40

2.55.188.247 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 37

2.55.188.247 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 37

46.19.85.49 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 36

2.53.33.246 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

213.8.59.112 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 36

2.55.188.247 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence monitor 36

188.120.156.84 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.53.45.110 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

46.19.85.34 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

46.19.86.107 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 36

192.114.91.248 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

46.19.85.178 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.53.189.94 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

37.26.146.215 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.55.188.247 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 36

46.19.85.49 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 36

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 36

79.177.193.251 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

192.198.151.45 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 34

194.242.163.35 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 27

79.177.192.170 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

46.19.86.35 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 25

2.55.188.247 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

46.19.86.35 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 25

2.55.132.127 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 25

46.19.85.3 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 25

46.116.72.63 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 24

46.19.86.107 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 20

109.64.16.231 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 17

46.121.235.74 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

89.139.37.115 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

79.178.224.106 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

77.139.198.221 France 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

109.67.28.161 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

2.55.188.247 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout alert 16

84.109.126.135 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

79.180.189.178 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

85.64.72.201 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

46.19.86.16 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 16

 09-20-2016-13:08:02 to 09-20-2016-14:08:02 



Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

46.19.85.162 Israel 147.237.0.120 miluim.aka.idf.il Malformed URL Block 1

46.19.85.162 Israel 147.237.0.120 miluim.aka.idf.il Unknown HTTP Request Method l in URL Block 1
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