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|Top Attackers In ID|

Atacker Address |Attacker Geo |Target Address |Ste

|S gnature | Count |
185. 56. 82. 54 Net herl ands  |147.237.0.120 [nmiluimaka idf.il |ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential Scan or Infection 1
74.63. 237. 154 Lhited Sates |[147.237.0.120 [miluimaka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Target Address |Ste

Sgnature

Devi ce

Ceo

Sreaning Engine: TQP Invalid

Inval id segnent retransnission.

Packet

Action

‘Count

2.53. 145. 252 | srael 147.237.0. 120 |ml uimaka. i df . i . drop 1224
Ret r ansni ssi on dr opped.

212.199. 57. 199 i srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 384
Ret r ansm ssi on dr opped.

46.19. 86. 164 | srael 147.237.0. 120 |nml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST noni t or 153

77.124.38.45 |israel 147.237. 0. 120 |nil ui maka. i of .i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

87.71.42.181 |israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

46.19.85.0 | srael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST noni t or 100

176.13.13. 201 |Israel 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST noni t or 81

109. 66. 153. 128 |l srael 147.237.0. 120 |m | ui maka.i df.i |SYN At t ack SYN -> SYN- ACK -> RST noni t or 64

188. 120. 154. 20 i srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet 64
Ret r ansn ssi on dr opped.

46.116.84.191 |Israel 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.

46. 19. 86. 93 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber alert 53

217.132. 24. 156 |I srael 147.237. 0. 120 |nil ui maka. i of i (2 €3M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 40
Ret r ansni ssi on dr opped.

77.125.31.178 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

84. 108. 94. 66 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 36

176. 13. 249. 252 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST noni t or 36

46. 19. 85. 49 I srael 147.237. 0. 120 | ui maka. i df . i Srearmng E.qgl ne: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

147.235.8.52 | srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet 36
Ret r ansn ssi on dr opped.

37.26.148.219 |lsrael 147.237.0. 120 |nil ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST noni t or 36

37.26.149. 241 |l srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 25

79.178.11. 226 |[Israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 24
Ret ransni ssi on dr opped.

62.1.177.35  |Geece 147. 237.0. 120 [nil i maka. i of i | &M "9 Engi ne: TCP [nvalid Ivalid segnent retransmission. Packet 4 o 16
Ret r ansni ssi on dr opped.

176.228. 91. 169 |l srael 147.237.0. 120 |m | ui maka.i df.i |SYN At t ack SYN -> SYN- ACK -> RST noni t or 9

2.55.62.238  |israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet 9
Ret r ansn ssi on dr opped.

46. 19. 86. 93 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 9

5.102. 229. 232 |l srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST noni t or 9

2.55. 45. 38 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9

46.19.86.223 |Israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet 9
Ret r ansm ssi on dr opped.

31.168.172. 138 |l srael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5

77.127.57.138 |lsrael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 4

37.26.148.232 |lsrael 147.237.0. 120 |m | ui maka.i df.i |SYN At t ack SYN -> SYN- ACK -> RST noni t or 4

2.55. 148. 230 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 4

79.182. 106.39 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2 €3M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 4
Ret r ansni ssi on dr opped.

147. 235. 8. 52 | srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN - > SYN ACK -> Ti neout noni t or 4

176.13.13. 201 |Israel 147.237.0. 120 |m | ui maka.i df.i |SYN At t ack noni t or 4

31.168. 14. 74 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST noni t or 4

50. 201. 95. 250 ;h;tt;e: 147.237.0. 120 |nl ui maka.idf.i |]SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 4

79.182.106. 39 |lsrael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence Inval id ACK nunber noni t or 2

147. 235. 8. 52 | srael 147.237.0. 120 |m | ui maka.i df.i |SYN At t ack SYN - > SYN- ACK -> Ti neout alert 2

109. 66. 161. 234 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 2

37.26.148. 253 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nunber noni t or 2

185. 27. 105. 142 |l srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 2

2.55.50. 83 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

84.111.119.78 |lsrael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1

176.13. 248. 174 |l srael 147.237.0. 120 |m | ui maka.i df.i |SYN At t ack SYN -> SYN- ACK -> RST noni t or 1

37.26.146. 221 |lsrael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 1

77.139.57.72 France 147.237.0. 120 |m | uimaka. i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1

64.186. 123. 78 :Iatts: 147.237.0. 120 |nil ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1

185. 3. 147. 166 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1

79.180. 177. 107 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 1

46. 210. 206. 209 |l srael 147.237.0. 120 |m | uimaka. i df.i|Bad TCP sequence I nval i d sequence nunber noni t or 1
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