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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Device Action  |CP1ocation. Locati on | count
46.19. 85. 225 | srael 147.237.0.120 nluimaka idf.il |network flood | Pv4 TCP- H N ACK drop BBL.- | srael 7
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste
78.185. 31. 150

|S gnature \I:evice Action |Count |
Tur key 147.237.0.120 |mluimaka.idf.il |CLO00016: HITP. administrator in R Per m t 1
78.185. 31. 150 Tur key 147.237.0.120 |niluimaka. idf.il |CLO00018: HITP: access to admini strator/index. php -> Quarantine Per m t 1
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
91. 224, 160. 106 Net her | ands 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘ Attacker Geo

Target Address |Jte

Sgnature

Devi ce

Action

‘Count

46. 19. 85. 219 | srael 147.237.0. 120 |ml uimaka. i df . i Srean g 579' ne: TP Invalid Invalid segnent retransmssion. Packet dropped. |drop 144
Ret r ansm ssi on

77.125.61.68  |Israel 147.237. 0. 120 il vi maka. i of i [/ 63MN9 Bngine: TP Invalid i ceqment retransnission. Packet dropped. |drop 144
Ret r ansni ssi on

87.69. 243. 167 |l srael 147.237.0. 120 |ml ui maka.i df.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 36

79.181.98. 188 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

79. 180. 244. 237 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

37.142.196. 160 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16

109. 64. 111. 145 |I srael 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TR Invalid o segment retransmissi on. Packet dropped. |drop 16
Ret r ansni ssi on

80. 246. 130.0 | srael 147.237.0. 120 |ml ui maka. i df . i Srean "9 E(]gl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. |drop 16
Ret r ansim ssi on

66.249.65.33 |Wnited Sates |147. 237. 0. 120 |nil vimaka i of .i (X7 63MN9 Bndine: T Invalid o segnent retransnission. Packet dropped. |drop 9
Ret r ansni ssi on

87.71.52. 252 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 9

77.138.221. 120 |Fance 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 9

89. 145. 95. 43 uj| ted 147.237.0. 120 |ml uimaka.idf.i Srean g E|_19| ne: TP Invalid Invalid segnent retransmssion. Packet dropped. |drop 9

Ki ngdom Ret r ansni ssi on

93.173.195. 35 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4

79.182. 44. 16 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4

68. 180. 228.58 |Lhited Sates [147.237.0. 120 |nl uimaka.idf.i Strean g Er_19| ne: TP Invalid Inval id segnent retransmssion. Packet dropped. |drop 4
Ret ransni ssi on

8.21.198. 160 Lhited Sates |147.237.0. 120 |ml uimaka.idf.i Srean ng 5?9' ne: TP Invalid Invalid segnent retransmssion. Packet dropped. |drop 4
Ret r ansm ssi on

212.143. 234. 95 |l srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 2

77.138.198.45 |Fance 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

37.26.149. 251 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

2.53.164. 42 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1

5. 102. 254. 94 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1

89. 138. 179. 122 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

79.179.139. 39 |lsrael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

46.19.86.97  |israel 147.237. 0. 120 |nil ui maka. i df .i {Bl ock HTTP Non Conpl i ant |1 egal header fornat detected: Miformed HITP .00 |

protocol nane in request
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|Top Attackers In V\AF|

Attacker Address |Atacker Geo |Target Address |Ste |9 gnature | Device Action  |Count |
46. 19. 86. 97 | srael 147.237.0.120 mluimaka.idf.il |[lIl1legal HITP Version atuvs=57df 0835769803db000 Bl ock 1
46. 19. 86. 97 | srael 147.237.0.120 mluimaka idf.il |Malforned URL _ atuvc=l B ock 1
46. 19. 86. 97 | srael 147.237.0.120 mluimaka.idf.il |[Unknown HTTP Request Method vvu; in URL _ atuvc=1l Bl ock 1
46. 19. 86. 97 | srael 147.237.0.120 mluimaka.idf.il |Abnornally Long Request request version Bl ock 1
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