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Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Device Action  |CP1ocation. Locati on | count
46. 19. 85. 225 | srael 147.237.0. 120 mluimaka.idf.il network flood | Pv4 TCP-FI N ACK drop BA.- | srael 5
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address|Ste Sgnature
37.26. 146. 234 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 196
2.53.29. 85 | srael 147.237.0. 120 |m| ui maka. i df . i 3 reamng Engi ne: T(P Invalid segnent retransmssion. Packet dropped. drop 180

Invalid Retransnission
46.19.85.5 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN-ACK -> RST nonitor |100
37.26. 149. 249 | srael 147.237.0.120 |mluimaka. i df . i 3 re"’?”" ng Eng ng: TCP Invalid segnent retransmssion. Packet dropped. drop 36

Invalid Retransnissi on

- . . - {Sreamng Engine: TCP . -

94. 70. 62. 127 G eece 147.237.0. 120 |mluimaka.idf.i ; U Inval id segnent retransmssion. Packet dropped. drop 36

Inval id Retransnissi on
37.26.146.210 |lsrael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence I nval i d sequence nunber nonitor |36
77.125. 63. 125 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni tor |25
79.183.60. 71 | srael 147.237.0. 120 |m| ui maka. i df . i 3 reamng Engi ne: T(P Invalid segnent retransmssion. Packet dropped. drop 16

Invalid Retransnission
5.102.195. 158 [l srael 147.237. 0. 120 il ui maka i of i (" €3M NG ENgine: TCP 4 i segnent retransnissi on. Packet dr opped. drop 16

Inval id Retransnissi on

A . . . |Streaning Engi ne: TCP . -

79.178.219. 114 |lsrael 147.237.0. 120 |m| ui maka. i df . i . o Invalid segnent retransmssion. Packet dropped. drop 16

Invalid Retransnission
37.26.149.189 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nuniber nonitor |16
79. 180. 244. 237 |l srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence I nval i d sequence nunber nonitor |9
37.26. 146. 247 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nmonitor |9
46. 19. 85. 220 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nmonitor |6
46. 19. 85. 210 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST nonitor |4
79.183. 60. 71 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 4
79.177.19. 84 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nuniber nonitor |4
46.117.132. 221 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nunber nonitor |4
79.183. 60. 71 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber nonitor |4
46.19. 85. 5 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber aert 2
46. 19. 85. 188 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni tor |2
212.143.234.95 |lsrael 147.237.0.120|ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout alert 2
46.19. 85. 5 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni tor |2
188. 120. 148. 187l srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval id ACK nunber nonitor |2
46.19. 85. 188 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nonitor |2
212. 143.234. 95 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At t ack SYN -> SYN- ACK -> Ti neout nonitor |2
213.57.131. 178 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence I nval i d sequence nunier noni tor |1
141. 226. 161. 52 |l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST nonitor |1
79.178.19. 34 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At ack SYN -> SYN-ACK -> Ti neout nonitor |1
46. 19. 86. 148 | srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence I nval i d sequence nunber nonitor |1
46.19. 85. 188 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
207.38.143.72 g‘;tt:: 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST nmonitor |1
77.139. 155. 253 |Fance 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni tor |1
176.13. 0. 67 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
84.109. 213. 11 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
46.116. 105. 61 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 73 g;:: 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST nonitor |1
46.19. 86. 24 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
84.229. 37.21 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

. . Non- conpl i ant TGP packets conming frommultiple

79.179.121.219 |Israel 147.237.0. 120 |mlui maka.idf.i Streaning Engine: T(P ext erne:lmsources V\erpe det ect ed. Thgi]s nay resul tpfrom drop 1

anonal y det ect ed - - -

potentia network configuration probl em

141. 212. 122. 74 g;g: 147.237.0. 120 |ml uimaka. i df .i |SYN At t ack SYN -> SYN-ACK -> RST nmonitor |1
79.178.19. 34 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
46. 19. 86. 24 | srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni tor |1
192. 198. 151. 44 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
37.26. 146. 226 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
89. 138. 162. 33 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
79.180. 160.54 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence I nval i d sequence nunier noni tor |1
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