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109. 66. 111. 126 | srael 147.237.0. 120 mluimaka.idf.il B ack List drop BBL- | srael 6
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46. 19. 85. 184 | srael 147.237.0.120 nil uimaka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 11




09-18-2016-17:08:01 to 09-18-2016-18:08:01

|Top Attackers In FW |
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Ceo

Sreaning Engine: TP Invalid

Inval i d segnent retransnission.

Packet

Ret ransni ssi on

dr opped.

212.179.21.194 |Israel 147.237.0.120 |mluimaka. i df . i S drop 8580
Ret r ansn ssi on dr opped.

62.128.48.50 [l srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 2564
Ret r ansni ssi on dr opped.

5.102.242.101 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 2504
Ret r ansn ssi on dr opped.

46.19. 86. 234 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 175

2.53.176.237  |israel 147. 237. 0. 120 |nil ui maka. i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 153
Ret r ansni ssi on dr opped.

46. 19. 86. 234 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 147

77.138.213.196 |Fance 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 144

192.114. 91. 246 |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

37.142.234.219 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 144

109. 253. 156. 155|1 srael 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.

46. 19. 86. 57 | srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 123

46. 19. 86. 57 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 122

82.166.119.212 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 121

37. 26. 146. 135 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 100

66. 249. 93. 78 Eur ope 147.237.0. 120 |mluimaka.idf.i|Drectory Traversal directory traversal overflow noni t or 100

2.55.170. 28 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 98

46. 19. 86. 77 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 93

46. 19. 85. 37 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At tack SYN - > SYN-ACK -> Ti nmeout noni t or 85

46.19. 86. 77 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 82

66. 249. 93. 76 Eur ope 147.237.0.120|mluimaka.idf.i|Drectory Traversal directory traversal overflow noni t or 81

37.26.146.216 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 81

2.55.159. 79 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 81

46.19.86.212  [Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 72
Ret r ansni ssi on dr opped.

109. 253. 228. 109|I srael 147.237.0. 120 |nil i maka. i of . {2/ ©2™"9 Endinet TP Invalid nvalid segnent retransmssion. Packet 4 o 72
Ret r ansni ssi on dr opped.

46.19. 85. 219 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 64

77.139. 207. 153 |France 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 64
Ret r ansni ssi on dr opped.

109. 65. 141. 252 |Israel 147.237.0. 120 |nil i maka. i of . {2/ 39 Endine: TP Invalid nvalid segrent retransmssion. Packet |, o, 64
Ret r ansni ssi on dr opped.

79.178.183.46 |Israel 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 64
Ret r ansni ssi on dr opped.

46.19. 86. 73 | sragl 147. 237. 0. 120 |nil ui maka i df . i Sream ng Er_19| ne: TP Invalid Inval id segnent retransnission. Packet drop 62
Ret r ansni ssi on dr opped.

46. 19. 86. 56 | st ael 147 237.0. 120 il vi maka.i df i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 54
Ret r ansni ssi on dr opped.

79.176.67.160 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 52

46.19. 85. 251 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 46

46. 19. 85. 251 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 46

134.191. 232. 68 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 40
Ret r ansni ssi on dr opped.

192.198. 151. 43 |Eur ope 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 38

2.55. 48. 84 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 37

2.53.141. 37 I'sr ael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

46.19.86.248 [ israel 147.237.0. 120 |nil i maka. i of . {2/ ©2™"9 Endinet TP Invalid nvalid segnent retransmssion. Packet 1, o 36
Ret r ansni ssi on dr opped.

176.13.7. 36 I'sr ael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

2 53.51.89 | srael 147. 237. 0. 120 |nil ui maka.i df . i SIreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

37.26.149.173 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . ) 36
Ret r ansni ssi on dr opped.

46.19. 86. 80 | srael 147. 237. 0. 120 |nil ui maka.i df . i Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

89.237.70.103 |France 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

193. 224. 158. 202 |Hungar y 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 36

185.120. 126. 39 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

2.53.26.184  [israel 147. 237. 0. 120 il Ui maka i f . || a9 Endiner TCP [val id Invalid segnent retransmssion. Packet g o 36
Ret r ansni ssi on dr opped.

46.19.86.203  |Israel 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret ransn ssi on dr opped.

77.127.64.30  |israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

109. 253. 220. 183|l srael 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 36
Ret ransn ssi on dr opped.

66.249.93.76  |Europe 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
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