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Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
82.81. 193. 202 | srael 147.237.0. 120 mluimaka.idf.il B ack List drop BBL- | srael 3




09-18-2016-15:08:05 to 09-18-2016-16:08:05

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-18-2016-15:08:05 to 09-18-2016-16:08:05

|Top Attackers In ID|
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address |Ste

Sgnature

Sreaning Engine: TP Invalid

Inval i d segnent retransnission.

Packet

79.182.57. 232 | srael 147.237.0. 120 |mluimaka. i df . i S drop 90
Ret r ansni ssi on dr opped.
192. 198. 151. 44 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 45
212, 199. 251. 227|l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 36
79.181.133. 125 |Israel 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 36
2.55.186. 4 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 25
62.219. 115. 78 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25
2.55.186. 4 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN - > SYN- ACK -> Ti meout noni t or 25
2.55.186. 4 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 25
87.71.16. 162 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 25
46.210. 226. 234 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 25
84.108. 111. 80 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 25
46.19. 86. 107 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber alert 21
46. 19. 86. 107 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 21
192. 198. 151. 43 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 19
46. 19. 85. 76 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 17
37. 26. 148. 154 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 16
109. 253. 212. 48 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 16
2.55.186. 4 | srael 147.237.0. 120 |m| ui maka. i df.ildrop Lhexpect ed post SYN packet - RST or drop 16
SYN expect ed
77.125.37.234  |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence SYNretransmt wth different w ndow scal e |noni t or 13
37.26.148.128 |lsrael 147.237.0. 120 |m!l ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 10
31.154. 89. 29 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9
87.71.8.106 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 9
185. 120. 126. 11 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 9
Ret ransni ssi on dr opped.
132.74.152.27 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
62.219.244.2  |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.
176. 13. 5. 209 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 9
2.55.156. 91 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
213.57.168. 129 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9
37 46.32. 81 — 147. 237. 0. 120 ni | ui maka i df . i Sream ng Etjgi ne: TP Invalid Inval id segnent retransnission. Packet drop 9
Ret ransni ssi on dr opped.
158.116. 225. 79 |Wited Sates [147.237. 0. 120 |nil i maka. i of i {2/ €™ N9 Engi ne: TP Invalid Invalid segment retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
109. 67. 5. 88 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 9
37.26. 149. 244 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 8
37.26.146.170 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 8
185. 3. 147. 72 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 4
212.199. 251. 227|l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4
80.179. 118. 101 |israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet g 4
Ret r ansni ssi on dr opped.
167. 220. 196, 254U t&d 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 4
Ki ngdom Ret r ansni ssi on dr opped.
207. 241. 226. 233|United Qates |147.237. 0. 120 |nil ui maka i of . {o." 839 Engine: TP Invalid Invalid segnent retransmssion. Packet g 4
Ret r ansni ssi on dr opped.
46.19. 85. 76 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence noni t or 4
109. 64. 177. 172 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
31.168. 150. 213 |Israel 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segent retransmssion. Packet drop 4
Ret ransni ssi on dr opped.
192. 198. 151. 45 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4
212.117. 140. 170|i srael 147. 237. 0. 120 il ui maka. i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 4
Ret r ansni ssi on dr opped.
192. 115.83.5 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 4
135. 245. 248. 74 |Fance 147.237.0. 120 |ml ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST noni t or 4
109. 65.97. 47  |Israel 147. 237. 0. 120 il ui maka i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 4
Ret r ansni ssi on dr opped.
46.116. 116. 243 |Israel 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segent retransmssion. Packet drop 4
Ret ransni ssi on dr opped.
212.199. 34. 114 |israel 147. 237. 0. 120 il ui maka i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 4
Ret r ansni ssi on dr opped.
2.55.177.179 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4
62. 90. 110. 102 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 4
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81.218.37.2 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to www il uimaka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1

194. 90. 99. 193 |l srael 147.237.0. 120 |m ! ui maka. i df . i |[Uhknown Par anmet er wb48617274 in waw m | ui maka.idf.il/ B ock 1

81.218.37.2 | srael 147.237.0. 120 |ml ui maka. i df . i |hknown Par anet er wb48617274 in wwv m | ui maka.idf.il/scriptresource. axd B ock 1

82.81.34.120 |[Israel 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to ww il ui maka.idf.il/tenpl at es/ general / undefi ned B ock 1
Unhaut hori zed URL Access to

72.37.140.42 [(ltay 147.237.0. 120 |ml uimaka. i df.ijwwy mluimaka.idf.il/tenpl ates/ general /waw i shuri maka.idf.il/1044-he/ishuri mas |B ock 1
pXx

84.108. 145. 78 |Israel 147.237. 0. 120 |ril ui maka i o, [13ULhor i zed URL Access to Bl ock 1
v i | ui maka. i df . i |/ resource/ userf ol | ow esour ce/ cr eat e/
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