09-18-2016-12:08:00 to 09-18-2016-13:08:00

@
1"PT SwNn ()

Ov Focused IP Under

Attack Daily Report

www.gov.il

|Top Target s |
7=
6
5
4

Nunmber 3-

a

Attacks
2-
1+
0

Top Tar get

[Top Attackers |

Nurmber 37
(6]
Attacks

W 192.115.67.2, |srael

Top Attackers



09-18-2016-12:08:00 to 09-18-2016-13:08:00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




09-18-2016-12:08:00 to 09-18-2016-13:08:00

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-18-2016-12:08:00 to 09-18-2016-13:08:00

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



09-18-2016-12:08:00 to 09-18-2016-13:08:00

|Top Attackers In FW |

Attacker Address

dgnature

Devi ce
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Sreaning Engine: TP Invalid

Inval i d segnent

r et ransni ssi on.

Packet

Action

Ret ransni ssi on

dr opped.

5.102. 210. 101 | srael 147.237.0.120 |mluimaka. i df . i S . drop 3887
Ret r ansm ssi on dr opped.

212. 117. 143. 250|i srael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 3278
Ret r ansni ssi on dr opped.

2.53.5.119 I srael 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2322
Ret r ansm ssi on dr opped.

46.117.99.118 |israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 1134
Ret r ansni ssi on dr opped.

80.179.15.75  |Israel 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 784
Ret r ansm ssi on dr opped.

62.219.226.91 |israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 756
Ret r ansni ssi on dr opped.

109. 253. 159. 236l srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 196

176. 13. 20. 135 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 149

84.94.198.125 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 144
Ret r ansni ssi on dr opped.

2.53.188. 15 I srael 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Pecket |, ) 108
Ret r ansni ssi on dr opped.

46. 19. 86. 164 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber alert 100

87.71.6.37 I'sr ael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 90
Ret ransni ssi on dr opped.

176. 13. 9. 128 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 81

2.53.180. 179 I srael 147.237.0. 120 | uimaka.idf.i Strean 9 Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 81
Ret r ansni ssi on dr opped.

46. 19. 86. 164 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 73

81.218. 165. 21 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 53

46.19. 85. 131 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 37

176.13. 237. 192 |Israel 147.237. 0. 120 il ui maka i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.

79.178.183.46 |israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 32
Ret r ansni ssi on dr opped.

46. 19. 86. 226 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 25

108. 171. 128. 172 u_1| ted 147. 237. 0. 120 |nil ui maka i df . i Sream ng Eijgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 18

Ki ngdom Ret r ansni ssi on dr opped.

46.19.85.146  |Israel 147.237. 0. 120 il ui maka i df .i |27 6™ N9 Engine: TP Invalid Invalid segnent retransmssion. Pecket |, 18
Ret r ansni ssi on dr opped.

79.178.91. 77 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 18

31.154.81.64  |israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 16
Ret r ansni ssi on dr opped.

109. 67. 29. 62 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16

192. 115. 177. 203|l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 16

46. 19. 86. 27 | srael 147.237.0. 120 |ml ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST noni t or 16

77.139. 240. 141 |Fance 147.237.0.120|mluimaka.idf.i|B ock HT'TP Non Conpl i ant Fail ed to handl e connection data noni t or 16

17.78.77.103  |Wited Sates |147.237.0.120 |nil ui maka i df i | 3™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 16
Ret r ansni ssi on dr opped.

46.19. 85. 231 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d ACK nunber noni t or 13

93.172. 150. 157 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 10

109. 65. 29. 194 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 10

212.29.192.14 |israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, ) 9
Ret r ansni ssi on dr opped.

46.19. 85. 129 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or

2.53.171.211  [Israel 147.237.0. 120 |nil ui maka. i of . {2/ €39 Endine: TP Invalid valid segnent retransmssion. Packet o o,
Ret r ansni ssi on dr opped.

2.53.174.197  |israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Pecket |, 9
Ret r ansni ssi on dr opped.

46. 19. 85. 133 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 9

46.19. 85. 94 I'sr ael 147. 237. 0. 120 |nil ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 9
Ret ransni ssi on dr opped.

37.26.149. 213 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 9

46. 19. 85. 247 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 9

46. 19. 85. 231 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber alert 8

2.53.51. 4 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout noni t or 5

148.177.168. 117|Lhited Sates [147.237.0.120|mlui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 5

185. 3.147.176 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 5

2.53.152. 105 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN - > SYN- ACK -> Ti neout noni t or 4

46.19. 86. 224 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4

80. 179. 189. 240 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 4

2.55. 185. 201 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK - > RST noni t or 4

46.19. 85. 106 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 4

82.81. 106. 46 | st ael 147 237.0. 120 il vi maka.i df . i Sreamng Engine: TCP Invalid Invalid segnent retransnission. Packet drop 4
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192. 115. 67. 2 | srael 147.237.0.120|ml uimaka.idf.illllegal Byte Qode Character in Query String on = [#28]]z%53[ [ 2#140] ] x B ock 1
192. 115. 67. 2 | srael 147.237.0. 120 |mluimaka.idf.i INJLL Character in Method [[#21][[#3]]1[[#1]]1[[#0]] B ock 1
192.115.67.2 |Israel 147.237.0.120|ml uimaka.idf.i|lllegal Byte Qode Character in URL [ [#28]]z%k3[ [ D#140] ] x Bl ock 1
i -] 7Y
102.115.67.2  |[Israel 147. 237. 0. 120 |nil ui maka. i df . i )L(g'a”;m[ TP Request Method [[#21]][[#3]1[[#1T[1#0]] in WRL <[[#28] 124837 g ) 1
192. 115. 67. 2 | srael 147.237.0.120|ml uimaka. idf.i|lllegal UR. Path Encoding <[ [#28]]z%k3[ [ 2#140] ] x B ock 1
192. 115. 67. 2 | srael 147.237.0. 120 |mluimaka.idf.illllegal Byte Gode Character in Method [[#21)1[[#3]1[[#2]1[[#0]] B ock 1
192.115.67.2 |Israel 147.237.0. 120 |ml uimaka.idf.i|Mal formed URL <[ [#28] ] z%Jk3[ [ D#140] ] x Bl ock 1
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