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09-18-2016-09:08:08 to 09-18-2016-10:08:08

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-18-2016-09:08:08 to 09-18-2016-10:08:08

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



09-18-2016-09:08:08 to 09-18-2016-10:08:08

|Top Attackers In FW |

Attacker Address

A tacker

‘Tar get Address|Ste

Sgnature

Devi ce

‘Count

Geo Action
77.124.33.6 | srael 147.237.0.120 |mluimaka. i df.i Srean 9 Er_]gl ne: TP Imvalid Inval id segnent retransmssion. Packet dropped. drop 144
Ret ransm ssi on
192. 198. 151. 44 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 90
46. 19. 85. 95 I srael 147. 237. 0. 120 il ui maka. i of i [ " 63MN9 Bngine: TP Invalid |, o0 cegnent retransmission. Packet dr opped. drop 90
Ret r ansni ssi on
109. 64. 144. 28 | srael 147.237.0.120|mluimaka.idf.i|B ock HITP Non Conpl i ant Fai | ed to handl e connection data noni t or 81
109. 253. 159. 247l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 64
46. 19. 86. 241 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN- ACK -> RST noni t or 64
5.28.171. 132 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 49
79.177.193. 251 |Israel 147.237.0.120 |mluimaka.idf.i Srean ng Em' ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 40
Ret r ansm ssi on
46. 19. 86. 241 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36
46.19. 86. 178 | srael 147.237.0. 120 |mluimaka.idf.i Sreammg E'.qg' ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 36
Ret r ansni ssi on
46.19. 86. 241 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 36
46.19. 85. 73 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber alert 36
46. 19. 86. 91 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 31
46.19. 86. 141 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber alert 30
79.180. 156. 201 |l srael 147.237.0. 120 |ml ui maka.i df.i|B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 25
93.172. 98. 30 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 25
46.19. 85. 73 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 21
46. 19. 86. 157 | srael 147.237.0. 120 |m| ui maka. i df . i Strean 9 E'.qgl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 18
Ret r ansm ssi on
46. 19. 86. 120 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN-ACK -> RST noni t or 17
46. 19. 86. 2 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 16
2.55.42.249 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 16
192. 115. 163. 105|l srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 16
46. 19. 86. 235 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16
81.218.2.118 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16
46. 19. 86. 141 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 10
84.95. 208. 20 | srael 147.237.0.120 |mluimaka.idf.i Srean ng Em' ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 9
Ret r ansm ssi on
62.219. 198. 6 | srael 147.237.0. 120 |m| ui maka.i df .i |SYN At t ack SYN -> SYN ACK -> RST noni t or 9
46. 19. 85. 90 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber alert 8
31.154. 49. 49 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 5
82.81.216.224 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 5
109. 64. 144. 28 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4
79.178. 240. 196 |l srael 147.237.0. 120 |mluimaka.idf.i|B ock HI'TP Non Conpl i ant Fai | ed to handl e connection data noni t or 4
141. 226. 217. 124|1 srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 4
212.235.13.100 |israel 147. 237. 0. 120 il ui maka i of i [/ 63MN9 Bngine: TP Invalid |, 0y ceqnent retransnission. Packet dr opped. drop 4
Ret r ansni ssi on
46.120. 216. 180 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4
176. 13. 17. 65 | srael 147.237.0.120|mluimaka.idf.i|B ock HI'TP Non Conpl i ant Fai | ed to handl e connection data noni t or 4
31.154.41.17 | srael 147.237.0. 120 |m| ui maka. i df . i Strean "9 E'.qgl ne: T Invalid Inval id segnent retransmssion. Packet dropped. drop 4
Ret r ansni ssi on
46. 19. 86. 91 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 3
L . o {Streanming BEngine: TGP U gent |TCP segnent with urgent pointer (no data). U gent
212.179.74. 98 I srael 147.237.0. 120 1 umaka. i df .| Dat a Enf?)rce?rent ’ dat a ir?di cation vas gtri p:))ed. A ea(se refer)to 5336869. aert 2
79.177.193. 251 |lsrael 147.237.0. 120 |m !l ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 90 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 2
199. 203. 215. 1 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
192. 198. 151. 43 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 2
2.53.55. 44 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 1
46. 19. 86. 130 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 1
84.94.77. 239 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout noni t or 1
80. 178. 187. 105 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 1
217.160. 182. 57 |Ger many 147.237.0. 120 |mluimaka.i df .i|Header Rej ection header rejection pattern found in reguest noni t or 1
37.142. 6. 43 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
79.177.193. 251 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber alert 1
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192. 115. 116. 26 | srael 147. 237. 0. 120 i ui m akas i df . i D stributed Lhknown Paraneter on v il ui maka. i df.il/scriptresource. axd B ock 2
par anet er wh48617274

31.154.19. 5 I sragl 147. 237. 0. 120 |nil ui maka. i of . i Dstributed Lhknown Paraneter on wwy il ui maka. idf.il/scriptresource. axd B ock 2
par anet er wh48617274

- . |0 stributed Whaut horized URL Access on
192. 115. 116. 26 |[Israel 147.237.0. 120 |nl uimaka.idf.i ww i ui maka, i o i 1/si p_storagel fi | es/ 5/ 1935, gi Bl ock 1

o . . . JDstributed Whaut hori zed URL Access on
31.154.19.5 I srael 147.237.0. 120 |mluimaka.idf.i wiw ni| Ui maka, i df i 1/si p storage/fil es/ 5 1935, gi f Bl ock 1
D stributed Unaut hori zed URL Access on

212.199. 154. 194l srael 147.237.0. 120 |nl uimaka.idf.i ww i ui maka, i o i 1/si p_storagel fi | es/ 5/ 1935, gi Bl ock 1

81.218.37.2 I sragl 147. 237. 0. 120 |nil ui maka. i of . i D stributed Lhknown Paraneter on v il ui maka. i df.il/scriptresource. axd B ock 1
par anet er wh48617274
D stributed Lhknown Paraneter on v il ui maka. i df.il/scriptresource. axd
par anet er wh48617274
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212.199. 154. 194|l srael 147.237.0. 120 |m| ui maka. i df . i B ock 1




