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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Device Action  |CP1ocation. Locati on | count
46. 19. 85. 83 | srael 147.237.0.120 nluimaka idf.il |network flood | Pv4 TCP- H N ACK drop BBL.- | srael 5
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
91. 224, 160. 106 Net her | ands 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Target Address |Ste

Sgnature

Devi ce

‘Count

Geo Action
109. 66. 179. 168 |l srael 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 1024
Ret r ansni ssi on dr opped.
46.19.85.5 I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 68
Ret r ansm ssi on dr opped.
5. 29. 246. 68 | srael 147.237.0. 120 |nml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 36
5. 29. 246. 68 | srael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST noni t or 36
46. 19. 86. 23 | srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST noni t or 25
46. 19. 85. 83 | srael 147.237.0.2120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 85. 83 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 10
37.26.146. 134 |l srael 147.237.0. 120 |m | uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 4
68. 180. 228. 58 Lhi ted 147. 237. 0. 120 i1 ui m akasi of . i Sreanhng Elgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 4
Sates Ret r ansni ssi on dr opped.
8 21.198. 125 Lhi ted 147. 237. 0. 120 | i maka. i df . i Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 4
Sates Ret ransni ssi on dr opped.
109. 66. 179. 168 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4
8. 21.199. 112 Lhi ted 147. 237. 0. 120 it ui m aka.i of . i Sreanhng Eljgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 4
Sates Ret r ansni ssi on dr opped.
46.19. 86. 3 | srael 147.237.0. 120 fnil uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 85. 83 | srael 147.237.0. 120 |m | uimaka. i df .i|Bad TCP sequence I nval i d sequence nuniber noni t or 3
79.178. 40. 238 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19. 86. 209 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
46.19.85.5 | srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST noni t or 1
46. 19. 85. 83 | srael 147.237.0. 120 |m | ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST noni t or 1
46.19. 85. 5 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 1
84.109. 14. 216 |l srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 1
46.19. 86. 149 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
77.139. 73. 29 France 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
46. 19. 85. 206 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
46.19. 85. 5 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
5. 29. 30. 39 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 1
94. 227. 140. 214 |Bel gi um 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nunber noni t or 1
46.19. 86. 209 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
213.57.87. 62 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
77.139.117. 195 |Fance 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
109. 66. 179. 168 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
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