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46. 19. 86. 55 | srael 147.237.0.120 nluimaka idf.il |network flood | Pv4 TCP- H N ACK drop BBL.- | srael 2




09-15-2016-21:08:06 to 09-15-2016-22:08:06

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-15-2016-21:08:06 to 09-15-2016-22:08:06

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



09-15-2016-21:08:06 to 09-15-2016-22:08:06

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Geo ‘Target Address [Ste Sgnature Action ‘Count
79.179.136.26 |l srael 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2696
Ret ransn ssi on dr opped.
77.139. 4. 204 France 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 72
31.154.81.3 I'srael 147. 237. 0. 120 il vi maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.
176. 13. 6. 154 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 64
79.178.11.226 |[Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 64
Ret ransni ssi on dr opped.
82. 81. 240. 139 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 49
2.53.19. 232 I srael 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet drop 36
Ret ransn ssi on dr opped.
46. 19. 85. 70 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN-ACK -> Ti neout noni t or 36
109. 67. 170. 175 |Israel 147. 237. 0. 120 il vi maka. i df i [ " €3MN9 Engi ne: TP Inval id nvalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.
141. 226. 241. 142|l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 25
79. 180. 35. 23 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 25
79.179. 136. 26 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16
157, 55. 39. 19 Lhi ted 147. 237. 0. 120 |ni | ui maka i df . i Streamnng Er_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 16
Sates Ret r ansni ssi on dr opped.
46.19. 86. 153 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 10
46. 19. 86. 153 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 9
201. 160. 134. 66 |Mexi co 147. 237. 0. 120 |nil v maka. i of . i g{;’?’;"sngmﬁ"g' ne: TP Invalid Invalid checksum Packet dr opped. drop 9
77.139. 4. 204 France 147.237.0.120|mluimaka.idf.i|Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 9
46. 19. 86. 55 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber alert 9
84.108. 249. 169 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 9
46. 19. 86. 55 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 5
62.219. 115. 198 [l srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id nvalid segnent retransmssion. Packet drop 4
Ret r ansni ssi on dr opped.
212.199.57.199 |Israel 147. 237. 0. 120 |ni | ui maka. i o i | €2 "9 Endi ner TCP Irval i Ivalid segnent retransnission. Packet drop 4
Ret r ansni ssi on dr opped.
2.53.8.173 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 4
213.8.204.43  |israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 4
Ret r ansni ssi on dr opped.
66. 249. 93. 78 Eur ope 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 4
84.108.187.24 |israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 4
Ret ransni ssi on dr opped.
77.138.210. 168 |Fance 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 2
201. 160. 134. 66 |Mexi co 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 2
109. 253. 211. 72 |l srael 147.237.0. 120 |ml ui maka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
79.181.188. 194 |lsrael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 1
46.19.86.153  |Israel 147.237.0. 120 |nil uimaka. i df . {Bl ock HTTP Non Compl i ant ::'nggf"n ?gﬁ;fc’rm detected: Illegal start | ovor |1
46. 19. 85. 38 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 1
176. 228. 88. 225 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
87. 69. 227. 200 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
66. 249. 93. 76 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
46. 121. 96. 182 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval id ACK nunber noni t or 1
87. 69. 227. 200 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
213.57.63. 31 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 1
5.22.134.102 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.121. 149. 237 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
66. 249. 93. 80 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
46.19. 86. 153 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
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At acker Devi ce

Geo Target Address |Ste Sgnature Action ‘Oount
46.19. 86. 153 | srael 147.237.0. 120 |mluimaka.idf.illl1egal HITP \ersi on Mbil e/ 12F70 Safari/600. 1.4 B ock 1
46.19. 86. 153 | srael 147.237.0. 120 |ml uimaka.i df.i IMal f or med URL version/ 8.0 B ock 1
46. 19. 86. 153 | srael 147.237.0. 120 |m| ui maka. i df . i {Uhknown HTTP Request Method Gecko) in URL version/8.0 B ock 1
46.19. 86. 153 | srael 147.237.0. 120 |ml uimaka.idf.i|Abnornal | y Long Request request version B ock 1
L . . . {Uhaut hori zed URL Access to
81.218. 185. 181 |l srael 147.237.0. 120 |mluimaka.idf.i whw i | Ui maka, i df .i |/t enpl at es/ gener al / vaw behat sdaa. or g, i | B ock 1

09-15-2016-21:08:06 to 09-15-2016-22:08:06



