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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo  |Target Address |ste | Device Action | DP.ocation. Locat i on | count |
94.76. 8. 228 Bahrai n 147.237.0.120 | uimaka.idf.il JLM Purple Gon Lint_Tcp drop Net \A | srael 1




09-14-2016-19:08:03 to 09-14-2016-20:08:03

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-14-2016-19:08:03 to 09-14-2016-20:08:03

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
94. 76. 8. 228 Bahr ai n 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

Sgnature

Devi ce

Ceo

Sreaning Engine: TCP Invalid

Inval id segnent retransnission.

Packet

Action

‘Count

82.81.79. 34 | srael 147.237.0. 120 |ml uimaka.idf.i . drop 144
Ret r ansni ssi on dr opped.
109. 253. 129. 221|l srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 81
87.69.135.200 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 64
Ret r ansn ssi on dr opped.
79.178.11.226 | srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 64
Ret r ansni ssi on dr opped.
46. 19. 85. 56 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber aert 37
46. 19. 85. 56 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36
79.177.193. 251 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 32
Ret r ansni ssi on dr opped.
89.139. 171. 33 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 31
46. 120. 201. 100 |l srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST noni t or 25
79.182.56.252 |lsrael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence I nval i d sequence nunber noni t or 25
46.19. 85. 123 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
79.177.235.232 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 20
176.13. 242. 217 |l srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 17
46.19. 85. 123 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 17
46. 19. 86. 235 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 86. 235 | srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval id ACK nunber al ert 10
176. 13. 242. 217 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 9
145.107.188. 12 |Netherlands [147.237.0. 120 |l ui maka i of . {27 3™ N9 Engine: TP Invalid Invalid segnent retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.
176.13. 242. 217 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval id ACK nunber alert 9
176.13. 242. 217 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 9
185. 68. 194. 90 Italy 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 9
89. 139. 129. 169 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9
176.13. 242. 217 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 9
87.69. 127. 198 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9
157, 55.39. 196 Lhi ted 147. 237. 0. 120 il i maka. i df . i ﬁreanilng Eljgi ne: TP Invalid Inval i d segnent retransnmission. Packet drop 8
Sates Ret r ansn ssi on dr opped.
176. 13. 3. 110 | srael 147.237.0.120|nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 85. 67 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 67 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 123 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST noni t or 4
157.55. 39 19 Lhited 147 237. 0. 120 il vi maka.i df i Srean ng Erjgi ne: TP Invalid Invalid segnent retransnission. Packet drop 4
Sates Ret r ansn ssi on dr opped.
77 138.82.189  |France 147. 237. 0. 120 il ui maka i df . i Sreani ng El_qgi ne: TP Invalid Invalid segnent retransmssion. Packet drop 4
Ret ransni ssi on dr opped.
109. 253. 196. 179|l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST noni t or 4
46.120. 201. 100 |Israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 4
Ret r ansni ssi on dr opped.
46. 19. 85. 226 | srael 147.237.0. 120 |m! ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 85. 67 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 3
46.19. 86. 154 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 2
77.139.138.90 |Fance 147.237.0. 120 |nml uimaka.idf.i|Veb Server Enforcenent M ol ation Wb Servers S ow HITP Denial of Service |rgject 2
46.19. 86. 154 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 2
79.179.110.22 |lsrael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
217.132.148. 167|l srael 147.237.0. 120 |m! ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
46. 19. 85. 244 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 85. 37 | srael 147.237.0. 120 |ml ui maka.i df . i |SYN At tack SYN -> SYN-ACK -> RST noni t or 1
79. 180. 130. 16 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 1
66. 249. 93. 80 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
46. 19. 85. 244 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
79.182.142. 185 |Israel 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
87.71.1.157 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 1
79.181.183. 126 |lsrael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence I nval i d sequence nunber noni t or 1
2.55.5.179 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
79.181. 200. 224 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
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