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Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | count
112.217.150. 112 Korea, Republic of 147.237.0.120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
212.227.55. 94 Cer many 147.237.0. 120 niluimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address|Ste Sgnature z\t”i (;i
185. 23. 60. 4 U_1| ted 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_]gl ne: TP Invalid Inval id segnent retransnission. Packet drop 2020
Ki ngdom Ret r ansm ssi on dr opped.

46.19. 85. 132 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 230

46.19. 85. 132 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 228

46.19. 85. 8 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 167

46. 19. 85. 8 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 167

66. 249. 93. 78 Eur ope 147.237.0. 120 |ml uimaka.idf.i Strean g Er_1g| ne: T invalid Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

79.176.72.52  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 128
Ret r ansni ssi on dr opped.

17.78.65.154  |Wited Sates |147.237.0.120|nil i maka i df.i " S3Mnd Engine: TP Invalid Invalid segnent retransmssion. Packet |, 64
Ret r ansni ssi on dr opped.

85. 64. 6. 139 I srael 147. 237. 0. 120 il ui maka. i df i [ €3M N9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 64
Ret r ansni ssi on dr opped.

46.19. 85. 18 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 49

37.26.146.181 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 49

84.108. 46. 189 |lsrael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST noni t or 49

37.26.149.187 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 44

66.249.93.80  |Europe 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Pecket |, ) 36
Ret r ansni ssi on dr opped.

66.249.93.76  |Europe 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 36
Ret r ansni ssi on dr opped.

85. 65. 98. 219 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 25

109. 65. 66. 149 I srael 147.237. 0. 120 [nil ui maka. i df .i |Bad TGP sequence S:;';e”ansmt wth different window o0y o 25

2.55.131. 192 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST noni t or 25

17.78.105.88  |Wited Sates |147.237.0. 120 |nilui maka i df i[> S2MNd Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 16
Ret r ansni ssi on dr opped.

77.127.13.189 |[Israel 147.237. 0. 120 il ui maka i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.

185. 27. 106. 119 |Israel 147. 237. 0. 120 |nil ui maka. i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 9
Ret r ansni ssi on dr opped.

89. 237.78. 67 France 147.237.0. 120 |ml uimaka.idf.i Strean g Er_1g| ne: T invalid Invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.

46. 19. 85. 37 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 9

192.198. 151. 36 |Europe 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 9

82.166. 102. 154 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 9
Ret r ansm ssi on dr opped.

77.126.49. 246 | srael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 9
Ret ransni ssi on dr opped.

77.138.128. 113 |Fance 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 6

46.19. 85. 177 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d ACK nunber noni t or 5

46. 19. 85. 119 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval id ACK nunber alert 5

46.19. 85. 119 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 5

81.218. 201. 187 |Israel 147. 237. 0. 120 |nil ui maka. i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 4
Ret r ansni ssi on dr opped.

46. 19. 86. 205 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d ACK nunber noni t or 4

79.176.74.250 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 4

46.19. 86. 230 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 4

2.55.153.111 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4

212.117.136.7 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Pecket |, 4
Ret r ansni ssi on dr opped.

77.138.128.113 |France 147. 237. 0. 120 |nill ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 4
Ret r ansni ssi on dr opped.

5. 29. 95. 147 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4

46.19. 85. 177 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 4

109. 65. 132, 228 |Israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 4
Ret r ansni ssi on dr opped.

8.21.198. 62 Wited Sates |147.237.0.120 |nil i maka i of i | 3MN9 Engine: TP Invalid Invalid segnent retransmssion. Packet | 4
Ret r ansni ssi on dr opped.

46.19. 85. 8 | srael 147. 237. 0. 120 |nil ui maka.i df . i Sreani ng Er_]gl ne: TGP Invalid Inval id segnent retransnission. Packet drop 3
Ret r ansni ssi on dr opped.

46.19. 86. 119 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 2

46.19. 86. 230 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 2

46.19.86.230  |Israel 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 1
Ret r ansm ssi on dr opped.

46.19. 85. 21 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1

77.139.100. 184 |Fance 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

2.55.132. 186 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 1

212.76.117.219 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

141. 226. 144. 241l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 1




09-14-2016-17:08:01 to 09-14-2016-18:08:01

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |Count |
2.53.6.34 | srael 147.237.0.120 |mlui maka.idf.il|lhaut horized URL Access to wwu nil ui maka.idf.il/1563-he/ il ui maspx’ B ock 1
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