09-14-2016-12:08:00 to 09-14-2016-13:08:00

1"NPT SwNn

oV

www.gov.il

[Top Targets |

Nunmber
a
Attacks

Focused IP Under
Attack Daily Report

[Top Attackers |

Nunmber
a
Attacks

Top Tar get

Top Attackers

W 212.199. 154. 194, | srael
81.218.37.2, |srael
[ 218.87.109. 253, China




09-14-2016-12:08:00 to 09-14-2016-13:08:00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




09-14-2016-12:08:00 to 09-14-2016-13:08:00

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-14-2016-12:08:00 to 09-14-2016-13:08:00

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
218. 87. 109. 253 Chi na 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1




09-14-2016-12:08:00 to 09-14-2016-13:08:00

|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

dgnature

Ceo

Sreaning Engine: TP Invalid

Inval i d segnent retransnission.

Packet

37. 26. 148. 162 | srael 147.237.0.120 |mluimaka. i df . i S drop 4349
Ret r ansn ssi on dr opped.

141.226.218.1 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 2889
Ret r ansni ssi on dr opped.

109. 253. 157. 146|l srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 2516
Ret r ansn ssi on dr opped.

5.22.134.226  |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 2385
Ret r ansni ssi on dr opped.

138.134.192. 10 |lsrael 147.237.0. 120 |ml uimaka. i df . i |dr op SAMrul e drop 169

87.68.39.181  |israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.

192.114. 91. 244 |israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 144
Ret r ansni ssi on dr opped.

77.138.38.215 |France 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet 100
Ret r ansni ssi on dr opped.

5.29.52. 174 I'srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 64
Ret r ansni ssi on dr opped.

79.183. 56. 13 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 63

89.139. 116. 176 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 50

176.13.7. 145 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK - > RST noni t or 49

176.13.17. 161 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 49

46.19. 86. 108 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence noni t or 49

82.166. 87. 124 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 42

82. 81.218. 147 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 36

46. 19. 85. 69 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36

46. 19. 85. 69 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 36

2. 55. 144. 52 I'sr ael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 36
Ret r ansni ssi on dr opped.

79.176.72.52  |israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 32
Ret r ansni ssi on dr opped.

83. 130. 81. 166 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 29

46.19.85. 72 I'sr ael 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 28
Ret r ansni ssi on dr opped.

2.55.55. 32 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 26

31.168. 11. 202 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

109. 253. 196. 34 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 25

2.55.144.52 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 25

46. 19. 86. 226 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 25

84.110. 60. 6 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 25

212.29.210. 245 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

87.71.69. 52 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

46.19. 86. 129 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 25

82.166. 98. 209 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 25

176. 13. 10. 228 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 25

46.19. 85. 128 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 20

82.81.218.147 |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 20
Ret r ansni ssi on dr opped.

192.198. 151. 36 |Europe 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 19

147.236. 38. 135 |lsrael 147.237.0. 120 |ml uimaka. i df . i |dr op SAMrul e drop 18

46.19. 85. 167 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 17

79.177.196.70 |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 16
Ret r ansni ssi on dr opped.

147.235.8. 77 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN-ACK -> Ti nmeout alert 16

46.19. 85. 128 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 15

46.19. 85. 5 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 13

82. 80. 63. 199 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 10

192. 198. 151. 43 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 10

66. 249. 79. 55 Lhi ted 147. 237. 0. 120 |nil ui maka i df . i SIrearrinng Er_wgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 9

Sates Ret r ansni ssi on dr opped.

176. 13. 249. 66 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 9

151. 19, 83, 52 taly 147. 237. 0. 120 |nil ui maka i df . i Sreanilng Er_19i ne: TP Invalid Inval id segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.

2 55.44. 69 | st ael 147 237.0. 120 il vi maka.i df . i Sreaninng Er.wgi ne: TP Invalid Invalid segnent retransmission. Packet drop 9
Ret r ansni ssi on dr opped.

85. 65.230. 175 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 9

46.19. 86. 13 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 9
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212 199. 154. 1941 s ael 147. 237. 0. 120 i ui m akas i df . i D stributed Lhknown Paraneter on v il ui maka. i df.il/scriptresource. axd B ock
par anet er wh48617274
212.199. 154. 194|l srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed URL Access to wwu nill uimaka.idf.il/sip storage/fil es/5/ 1935. gi f B ock
81.218.37.2 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wbh48617274 in wwwv milui maka.idf.il/scriptresource. axd B ock
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