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Top Attackers 

46.19.86.160, Israel

109.65.10.189, Israel

46.19.85.226, Israel

176.119.27.151, Ukraine

66.249.93.76, Europe
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

109.65.10.189 Israel 147.237.0.120 miluim.aka.idf.il Black List drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.93.76 Europe 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sA (2) 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

141.226.217.66 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3854

2.53.143.94 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

77.138.38.215 France 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 196

46.19.86.180 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 123

87.68.39.181 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 90

46.19.86.239 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 72

46.19.86.241 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 49

192.198.151.37 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 41

46.19.85.74 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 40

46.19.85.74 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 40

46.19.85.28 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

134.191.232.94 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 26

77.124.31.251 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

199.203.179.99 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 20

2.55.63.237 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 16

212.117.135.226 Israel 147.237.0.120 miluim.aka.idf.ildrop SAM rule drop 13

199.203.179.99 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 11

79.179.5.36 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 10

46.19.85.204 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 10

46.19.85.204 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 10

94.159.254.106 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

77.139.58.166 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

84.94.114.82 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.22.134.66 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 5

2.55.46.160 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 5

46.19.85.100 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

176.13.17.138 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

46.19.85.163 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

95.35.226.215 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

207.46.13.22
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.19.86.180 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

199.203.179.99 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence monitor 4

8.21.198.33
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.19.86.125 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 4

31.168.62.11 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

185.127.10.35 Israel 147.237.0.120 miluim.aka.idf.ildrop SAM rule drop 3

46.19.85.100 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3

46.19.85.163 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2

46.19.86.125 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.31 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

37.26.147.180 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

84.94.193.21 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.86.160 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

192.198.151.44 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.85.100 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

79.183.68.208 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.86.97 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

46.19.85.163 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

85.65.230.14 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.85.100 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

46.19.86.160 Israel 147.237.0.120 miluim.aka.idf.il Distributed Malformed URL Block 1

176.119.27.151 Ukraine 147.237.0.120 miluim.aka.idf.il Unauthorized URL Access to www.miluim.aka.idf.il/blog/wp-login.php Block 1

46.19.85.226 Israel 147.237.0.120 miluim.aka.idf.il Distributed Malformed URL Block 1

46.19.86.160 Israel 147.237.0.120 miluim.aka.idf.il Distributed Unknown HTTP Request Method Block 1

46.19.85.226 Israel 147.237.0.120 miluim.aka.idf.il Distributed Unknown HTTP Request Method Block 1

46.19.86.160 Israel 147.237.0.120 miluim.aka.idf.il Illegal HTTP Version Block 1

46.19.86.160 Israel 147.237.0.120 miluim.aka.idf.il Abnormally Long Request method Block 1

176.119.27.151 Ukraine 147.237.0.120 miluim.aka.idf.il PHP Attempt Block 1
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