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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
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Top Attackers In IDS
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

77.125.11.240 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3125

194.90.225.101 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2581

81.218.33.77 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2564

195.160.242.40 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1024

109.64.123.108 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 904

176.13.7.16 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 729

87.68.56.161 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

147.236.33.234 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 72

37.26.147.147 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 61

77.139.228.248 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 38

192.198.151.44 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 27

109.67.169.34 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 26

37.26.147.147 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout alert 25

148.177.168.117 United States 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 22

62.24.181.135
United
Kingdom

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 20

31.168.22.204 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 16

62.90.193.162 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 16

46.116.45.186 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 16

46.19.86.125 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 14

79.183.40.58 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 10

46.19.86.181 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

192.114.91.244 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

31.168.11.202 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

87.68.39.181 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

176.13.13.73 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 8

46.19.86.125 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 6

138.134.192.10 Israel 147.237.0.120 miluim.aka.idf.ildrop SAM rule drop 5

198.7.62.129 United States 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.19.86.116 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

176.13.13.73 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout alert 4

109.67.9.129 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

212.25.84.200 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

37.26.146.204 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

195.93.234.8 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

176.13.17.138 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

46.19.86.58 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

212.199.34.114 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

192.198.151.36 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 3

46.19.85.187 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 2

46.19.86.157 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

46.19.86.9 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

95.86.78.30 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

46.117.239.0 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.86.131 Israel 147.237.0.120 miluim.aka.idf.ilBlock HTTP Non Compliant
illegal header format detected: Illegal start
line in request 

monitor 1

2.53.29.80 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 1

80.179.9.115 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

62.219.115.178 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

185.127.10.35 Israel 147.237.0.120 miluim.aka.idf.ildrop SAM rule drop 1

79.177.149.56 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

212.199.121.135 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 2.53.60.200 Block 20

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellularTy in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cel in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter vir in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellula in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellularTyp in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cell in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

46.19.86.131 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellular in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter c in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter v in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellu in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

46.19.86.131 Israel 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method pvi in URL Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellularT in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter ce in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter vi in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

2.53.60.200 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellul in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1
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