09-14-2016-09:08:07 to 09-14-2016-10:08:07

@
1"NPT SwNn

oV

www.gov.il

[Top Targets |

Focused IP Under
Attack Daily Report

Nunmber
a
Attacks 14

[Top Attackers |

Top Tar get

Nunmber
a
Attacks

W 37.19.115.4, |srael
192. 115. 116. 26, |srael
W 37.26.146. 157, |srael

Top Attackers




09-14-2016-09:08:07 to 09-14-2016-10:08:07

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




09-14-2016-09:08:07 to 09-14-2016-10:08:07

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-14-2016-09:08:07 to 09-14-2016-10:08:07

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
37.19.115. 4 | srael 147.237.0. 120 mluimaka.idf.il Xenu Link Seuth User Agent 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address|Ste Sgnature
46.19. 86. 32 I srael 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.
2.565. 63. 237 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 225
Ret r ansni ssi on dr opped.
46.19.86.254  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 180
Ret r ansn ssi on dr opped.
2.55.146.125  |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
37.26. 146. 145 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 36
84. 229. 23. 149 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 34
46. 19. 85. 224 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 25
193. 242.218. 25 |Satzerl and 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST noni t or 25
46. 19. 85. 224 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
138.134.192. 10 |lsrael 147.237.0. 120 |ml ui maka.i df.ildrop SAMrul e drop 18
212.150.177.79 |lsrael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 16
85. 130. 250. 235 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 16
77.139. 228. 248 |Fance 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 16
85. 130. 250. 235 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST noni t or 16
46.19. 86. 208 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 14
46.19. 85. 94 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 13
46.19. 86. 208 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 13
46. 19. 85. 94 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 13
108. 171. 129. 164 |Cer many 147.237.0. 120 |ml uimaka. i df.i Strean "9 E.qgl ne: TP Invalid nvalid segnent retransmssion. Packet drop 9
Ret ransni ssi on dr opped.
87.71. 33. 160 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
2532 78 | srael 147. 237. 0. 120 il ui maka.i df . i Sreammg Er_]gl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 9
Ret r ansn ssi on dr opped.
46.16.142.100 |oyprus 147. 237. 0. 120 |nil ui maka i df . i Sream ng El_wgl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 4
Ret r ansni ssi on dr opped.
109. 64. 168. 193 |l srael 147.237.0. 120 [mil ui maka. i df . i g]r:z";"s”gma‘g' ne: TG Invalid Invali d checksum Packet dropped. drop 4
77.139.228. 248 |Fance 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST noni t or 4
82.166. 37. 161 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4
79.178.154.99 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 4
Ret r ansni ssi on dr opped.
77 139.54. 191 |France 147 237. 0. 120 nil ui maka i df . i Sream ng Ei_wgl ne: TGP Invalid Inval id segnent retransnmission. Packet drop 4
Ret ransni ssi on dr opped.
192.198. 151. 36 |Europe 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 3
2.55.149.8 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
192. 198. 151. 44 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 2
46. 19. 86. 177 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
46. 19. 85. 157 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST noni t or 1
80.179.9.7 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
2.53.2.78 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN-ACK -> Ti meout noni t or 1
46.19. 85. 160 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
217. 33.23. 241 zlnt:gom 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I'nval i d sequence nunier noni t or 1
80.179.114.19 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
68. 65. 169. 22 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
46.19. 86. 177 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
2.55.45.78 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 1
2.55. 185. 96 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
77.138.59.121 |Fance 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
46.19.86.177  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 1
Ret r ansni ssi on dr opped.
46. 19. 86. 229 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 1
192.115. 215. 60 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
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Unaut hori zed URL Access to
37.26. 146. 157 |l srael 147.237.0. 120 |n | ui maka. i df . i fwwv mi | ui maka. i df . i | / 5140302/ appdat a/ | ocal / m cr osof t / wi ndows/ t enpor ary B ock 1
internet files/content.outl ook/xnz7z30l /wwv mil ui maka.idf.il
192. 115. 116. 26 |1 srael 147. 237, 0. 120 i ui maka.i of . i Distributed Uhknown Paraneter on waw il ui maka.idf.il/scriptresource. axd B ock 1
par armet er wh48617274
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