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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste | gnature | Device Action | DP location. Location | count
91. 210. 104. 87 Russi an Federation 147.237.0.120 miluimaka.idf.il |L4 Source or Dest Port Zero drop DP-Tehi | a 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
104. 243. 16. 128 Lhited Sates 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘ Attacker Geo

Target Address |Ste

Sgnature

Devi ce

Action

‘Count

46.19.86.151 |Israel 147.237. 0. 120 |l vi maka. i df . i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret r ansni ssi on dr opped.
79.98.74.81 g;i:l:alhi c 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 85
79.182. 118. 220 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 50
2.55.157.78 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence noni t or 49
46. 19. 86. 66 | srael 147.237.0. 120 |m | ui maka.i df.i |Bad TCP sequence I nval i d ACK nunber noni t or 38
2.53.10. 40 I st ael 147.237. 0. 120 |l vi maka. i df .i (. €3MNd Engine: TP Inval id Invalid segnent retransmssion. Packet . 36
Ret r ansm ssi on dr opped.
46. 19. 86. 66 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36
103. 200. 110. 12 |Hong Kong 147.237.0. 120 |ml uimaka.i df.i |ISYN At t ack SYN - > SYN- ACK - > Ti nmeout noni t or 17
213.172.88.78 |Azerbaijan 147.237.0. 120 |m | ui maka.i df.i |Bad TCP sequence I nval i d sequence nunier noni t or 16
187.16. 219. 213 |Brazil 147.237.0.120|ml uimaka.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 34 Bazil 147.237.0. 120 |m | ui maka. i df.i |SYN At t ack SYN - > SYN- ACK -> Ti neout noni t or 13
217.132. 66. 218 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 10
2.55.157.78 | srael 147.237.0. 120 |m| ui maka. i df.i [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 9
176. 13. 226. 7 | srael 147.237.0. 120 |m| ui maka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
2.55.157.78 | srael 147.237.0. 120 |m| ui maka.i df.i |Bad TCP sequence I nval i d ACK nunber alert 9
2.55.157. 78 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 9
2.55.157.78 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN - > SYN- ACK -> Ti neout alert 9
2.53. 147. 45 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 5
46.19. 85. 180 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
8.21.199.86  |United Sates |147.237.0.120 |nil ui maka idf.i (S 63MN9 Engine: TP Invalid Invalid segnent retransmssion. Packet g 4
Ret r ansni ssi on dr opped.
217.132.93. 218 |l srael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
31.168. 111. 104 |I srael 147. 237. 0. 120 |l vi maka. i df . i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 4
Ret r ansni ssi on dr opped.
157.55.39. 254 |United Sates |147.237.0. 120 |nil ui maka i df i |S" 6™ N9 Bngine: TCP Invalid Invalid segnent retransmssion. Packet | 4
Ret r ansni ssi on dr opped.
46.121. 159. 235 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 1
46.19. 85. 180 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
79.98.74.81 Fcépeu;hic 147. 237.0. 120 |ni| vi maka. i of . i [SYN At t ack SYN -> SYN-ACK -> Ti meout mnitor |1
77.138. 149. 235 |Fance 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 86. 94 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
77.138. 149. 235 |Fance 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 180 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
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