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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo  |Target Address |ste | Device Action | DP.ocation. Locat i on | count |
213.57.41.195 | srael 147.237.0.120 nmluimaka.idf.il | OVP- Fr ag- Needed- St orm drop Net \- | srael 652
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



09-12-2016-15:08:06 to 09-12-2016-16:08:06

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address |Ste

Sgnature

Ret r ansni ssi on

dr opped.

5 45.192. 116 Russi an 147. 237. 0. 120 |ni1 ui maka.i of . i Sreannng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 1764
Federation Ret r ansni ssi on dr opped.

37.26.147.242 |israel 147.237. 0. 120 |l vi maka i df .i (2 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 1440
Ret ransni ssi on dr opped.

46.19.85.192  |israel 147. 237. 0. 120 |l vi maka. i df .i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 900
Ret r ansni ssi on dr opped.

37.26.147.194 |israel 147.237. 0. 120 | il vi maka. i df .i (X €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 405
Ret ransni ssi on dr opped.

46.19. 85. 141 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 180

46.19. 85. 141 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber aert 177

46. 19. 85. 78 | srael 147.237.0. 120 |m| ui maka.i df .i |Bad TCP sequence Inval id ACK nunber alert 156

46.19. 86. 228 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 145

2.53.158. 29 I srael 147. 237.0. 120 |nil vi maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | ., 144
Ret r ansni ssi on dr opped.

87.68.240.199 | srael 147.237. 0. 120 |l vi maka i df i (27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 104
Ret r ansni ssi on dr opped.

188. 120. 133. 117 I srael 147.237. 0. 120 |l vi maka. i df .i (2 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 90
Ret r ansni ssi on dr opped.

189. 149. 246. 81 |Mexi co 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 81

37.26.149.173 |lsrael 147.237.0. 120 |m| ui maka.idf.i |SYN At tack SYN -> SYN ACK -> RST noni t or 81

109. 253. 158, 113I srael 147.237. 0. 120 | il vi maka i df .i (2 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 72
Ret ransni ssi on dr opped.

109. 253. 146. 117|l srael 147. 237. 0. 120 |l ui maka. i df .i (7 €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 72
Ret r ansni ssi on dr opped.

84.108.19.84  |israel 147.237. 0. 120 | il vi maka i df .i (2 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 64
Ret ransni ssi on dr opped.

37.26. 146. 148 | srael 147.237.0. 120 |ml uimaka.i df.i |ISYN At t ack SYN -> SYN-ACK -> RST noni t or 61

46.19. 85. 123 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 56

46. 19. 85. 123 | srael 147.237.0. 120 |m | ui maka.i df .i |Bad TCP sequence Inval id ACK nunber alert 54

176.13.246.31 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST noni t or 49

46. 19. 85. 78 | srael 147.237.0.120|ml ui maka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 38

37.26.148.158 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 36

46. 19. 85. 96 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 30

46. 19. 85. 96 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 30

46. 19. 85. 106 | srael 147.237.0. 120 |m | ui maka.i df .i |Bad TCP sequence Inval id ACK nunber noni t or 25

46.19. 86. 213 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 25

93.172.110. 181 |Israel 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN - > SYN- ACK -> Ti neout noni t or 25

199. 203. 251. 130]|I srael 147.237.0. 120 |ml ui maka.idf.i|Bad TGP sequence Inval i d sequence nunier noni t or 25

46.19. 86. 213 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 25

93.172.201. 210 |lsrael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25

46.19.85.162  |israel 147. 237. 0. 120 |nil vi maka i of . (27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | . 22
Ret ransni ssi on dr opped.

89.139.218.42 |Israel 147. 237. 0. 120 |l ui maka. i df .i (" €2M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 16
Ret r ansni ssi on dr opped.

77.139.137.232 |Fance 147.237.0. 120 |m| ui maka. i df.i |SYN At tack SYN -> SYN ACK -> RST noni t or 16

109. 67.212.196 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 13

46. 19. 85. 75 | srael 147.237.0.120|ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 10

37.26.149.200 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TGP sequence Inval i d sequence nunier noni t or 9

46.19. 85. 79 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 9

176. 13. 15. 79 | srael 147.237.0. 120 |ml uimaka.i df.i |ISYN At t ack SYN -> SYN-ACK -> RST noni t or 9

84.94.198.125 |lsrael 147.237.0. 120 [ml uimaka.i df . i Srearmng E_wg| ne: T Imvalid Invalid segnent retransmssion. Packet drop 9
Ret ransni ssi on dr opped.

77.124.20.253  |israel 147. 237. 0. 120 |l ui maka. i df .i (" €2M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 9
Ret r ansni ssi on dr opped.

79.179.192. 243 |l srael 147.237.0. 120 |m| ui maka. i df.i |Bad TCP sequence Inval i d sequence nuniber noni t or 9

2.53.188. 187 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9

46. 19. 85. 79 | srael 147.237.0.120|ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 9

79.178. 246. 130 |Israel 147. 237. 0. 120 |l ui maka. i df .i (" €2M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 8
Ret r ansni ssi on dr opped.

66.108.190.39 |United Sates  |147.237.0. 120 |ril ui maka i df . i |2 3™ N9 Bngine: TCP Invalid Invalid segnent retransmssion. Packet | . 4
Ret r ansni ssi on dr opped.

81.218.70.243 |israel 147. 237. 0. 120 |l ui maka. i df .i (" €2M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 4
Ret r ansni ssi on dr opped.

212.29.210. 245 |lsrael 147.237.0. 120 |m| ui maka.idf.i |SYN At tack SYN -> SYN ACK -> RST noni t or 4

46.19. 85. 31 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4

109. 65. 125. 134 |Israel 147.237. 0. 120 |l vi maka i df .i (2 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 4
Ret r ansni ssi on dr opped.

68.180.229. 101 |Lnited Sates  [147.237.0. 120 |nil i maka. i of . |2 ©2M"0 Endinet TP Invalid nvalid segnent retransmssion. Packet g o, 4
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|Top Attackers In V\AF|

Attacker Address |Atacker Geo |Target Address |gte |9 gnature |Device Action  |Count |
46. 19. 86. 140 | srael 147.237.0. 120 | uimaka.idf.il O stributed Ml fornmed URL B ock 1
46.19. 85. 127 | srael 147.237.0.120 il uimaka.idf.il Mal forned URL B ock 1
46.19. 86. 140 | srael 147.237.0.120 mluimaka.idf.il D stributed Unknown HTTP Request Met hod B ock 1
46.19. 85. 127 | srael 147.237.0.120 mluimaka.idf.il Unknown HTTP Request Method zOvzz4 in URL B ock 1
46. 19. 86. 140 | srael 147.237.0. 120 il uimaka.idf.il I11egal HITP \ersion B ock 1
46.19. 86. 140 | srael 147.237.0.120 | uimaka.idf.il Abnornal | y Long Request et hod ock 1
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