09-11-2016-14:08:02 to 09-11-2016-15:08:02

@
1"PT SwNn ()

oV

www.gov.il

|Top Targets |

Focused IP Under
Attack Daily Report

Nunmber

Attacks

PR EFR ENRNNNONANONNNINOD G000

OFNWRUTIONOXOO N WRUTONDOOO N RUTONDOWOO N

[Top Attackers |

Top Tar get

Nunmber
a
Attacks

Top Attackers

W 109. 253. 228. 130, |srael
192. 118. 30. 102, |srael
0 194. 114. 146. 227, | srael




09-11-2016-14:08:02 to 09-11-2016-15:08:02

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




09-11-2016-14:08:02 to 09-11-2016-15:08:02

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-11-2016-14:08:02 to 09-11-2016-15:08:02

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



09-11-2016-14:08:02 to 09-11-2016-15:08:02

|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |Ste Sgnature

89. 139. 158. 129 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 1444
Ret r ansn ssi on dr opped.

46. 19. 86. 46 I'sr ael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 153
Ret r ansni ssi on dr opped.

84.108.36.204 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 128
Ret r ansn ssi on dr opped.

5.29.171. 156 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK - > RST noni t or 72

79.182.60. 115 [ srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 64
Ret r ansni ssi on dr opped.

46. 19. 85. 208 | srael 147.237.0. 120 |ml uimaka.idf.i Strean g Er_19| ne: TP Invalid Invalid segnent retransmssion. Packet drop 59
Ret r ansni ssi on dr opped.

192. 198. 151. 44 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 47

46. 19. 85. 241 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 36

2.55.27.39 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 36

46.19. 85. 241 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 36

79.178.211. 154 [Israel 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet 32
Ret r ansni ssi on dr opped.

109. 253. 142. 237l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 25

176. 13. 249. 27 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 25

23.94. 253. 20 g‘;tt:: 147.237.0. 120 |m| ui maka.i df . i |SYN At t ack SYN - > SYN-ACK -> Ti meout noni t or 18

2.55.46.120 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 16

109. 253. 242. 135]|I srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 13

192.117. 102. 251 |l srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN - > SYN- ACK - > Ti neout noni t or 9

37.26. 146. 160 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 5

46. 19. 86. 117 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK - > RST noni t or 5

46. 19. 85. 69 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout alert 4

212. 205. 38. 114 |G eece 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 4

185. 24. 207. 112 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 4

94.188. 161. 250 | srael 147. 237. 0. 120 |nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 4
Ret ransn ssi on dr opped.

8. 21. 198. 69 Lhi ted 147. 237. 0. 120 |nil ui maka i df . i Slreamlng Er_19| ne:. TP Invalid Invali d segnent retransmission. Packet drop 4

Sates Ret r ansni ssi on dr opped.

79.177.57.99 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4

141. 226. 237. 32 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 4

212.25.107. 145 |Israel 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 4
Ret r ansni ssi on dr opped.

100. 37. 154. 122 Lhited 147 237.0. 120 il vi maka.i df i Sreamnng Er.wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 4

Sates Ret r ansni ssi on dr opped.

79.177.225.191 [israel 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 4
Ret r ansni ssi on dr opped.

194.90.239.2  |israel 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . 4
Ret r ansni ssi on dr opped.

77.127.85. 64 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN - > SYN- ACK -> Ti neout noni t or 4

149. 202. 223. 158|F ance 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout noni t or 4

212.199. 149. 78 |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 4
Ret r ansni ssi on dr opped.

79.176.73.154 |israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 4
Ret r ansni ssi on dr opped.

46.19.85.221  |israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 3
Ret r ansni ssi on dr opped.

46. 19. 86. 208 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 3

46. 19. 85. 69 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN - > SYN- ACK -> Ti neout noni t or 2

2.53.55.118 | srael 147.237.0.120|mluimaka.idf.i|Véb Server Enforcenent M ol ation Wb Servers Jow HITP Denial of Service |reject 2

37. 26. 147. 205 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout noni t or 2

139. 59. 180. 232 |9 ngapor e 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 2

5. 102. 195. 233 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1

79.176. 73. 154 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

192.198. 151. 43 |Eur ope 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

2.53.6.122 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

62.128.48. 166 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

139. 202. 194. 38 [Chi na 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

46.19. 86. 175 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1

109. 226. 28. 236 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 1

85. 65. 209. 133 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

199. 203. 215. 1 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Geo|Target Address |Ste | gnature | Devi ce Action|Count |
109. 253. 228. 130 |l srael 147.237.0. 120 |ml ui maka. i df.il|Mil ti pl e Unaut hori zed URL Access from 109. 253. 228. 130 B ock 16
192.118. 30. 102 |l srael 147.237.0. 120 |ml uimaka.idf.illl 11 egal Byte Gode Character in Mt hod B ock 1
109. 253. 228. 130 |l srael 147.237.0.120 |ml ui maka. i df . i l|lUhknown Paraneter cellular in ww mluimaka.idf.il/1422-he/ nil ui maspx B ock 1
109. 253. 228. 130 |l srael 147.237.0.120 |nl ui maka. i df . i l|lUhknown Paraneter ¢ in wwv mlui maka.idf.il/1422-he/ m | ui maspx B ock 1
109. 253. 228. 130 |l srael 147.237.0. 120 |ml ui maka. i df . i l|lhknown Paraneter v in ww mlui maka.idf.il/1422-he/ m| ui maspx B ock 1
109. 253. 228. 130 |l srael 147.237.0. 220 |ml ui maka. i df.il{Unhknown Paranmeter cel lu in ww nilui maka.idf.il/1422-he/ m| ui maspx B ock 1
192.118. 30. 102 |l srael 147.237.0. 120 |ml ui maka. i df.il|NJLL Character in Mt hod B ock 1
109. 253. 228. 130 |l srael 147.237.0. 120 |m! ui maka. i df . i lflUhknown Paraneter cellularT in ww mlui maka.idf.il/1422-he/ nil ui maspx B ock 1
109. 253. 228. 130 |l srael 147.237.0. 120 |ml ui maka. i df . i l|lUhknown Paraneter ce in waw nl ui maka.idf.il/1422-he/ ml ui maspx B ock 1
109. 253. 228. 130 |l srael 147.237.0.120 |ml ui maka. i df . i l|lUhknown Paraneter vi in waw mlui maka.idf.il/1422-he/ il ui maspx B ock 1
109. 253. 228. 130 |l srael 147.237.0. 120 |ml ui maka. i df . i l|lhknown Paraneter cellul in www mlui maka.idf.il/1422-he/ m| ui maspx B ock 1
194. 114. 146. 227 |l srael 147.237.0.120 |ml ui maka.idf.illUhaut hori zed UR. Access to waw miluimaka.idf.il/inages/shared/ mailthis.gif |B ock 1
109. 253. 228. 130 |l srael 147.237.0. 120 |ml ui maka. i df . i l|Lhknown Paraneter cellularTy in waw nilui maka.idf.il/1422-he/ mlui maspx |B ock 1
109. 253. 228. 130 |l srael 147.237.0. 120 |m! ui maka. i df . i l|Lhknown Paraneter cel in wav mlui maka.idf.il/1422-he/ ni | ui maspx B ock 1
109. 253. 228. 130 |l srael 147.237.0.120 |ml uimaka. i df .illUhknown Paraneter vir in ww niluimaka.idf.il/1422-he/ ml ui maspx B ock 1
109. 253. 228. 130 |l srael 147.237.0. 120 |nl ui maka. i df . i lfUhknown Paraneter cellula in ww mlui maka.idf.il/1422-he/ m| ui maspx B ock 1
194. 114. 146. 227 |l srael 147.237.0. 120 |ml ui maka. i df . i l|lUhknown Par anet er wb48617274 in waw m |l uimaka.idf.il/scriptresource. axd |B ock 1
109. 253. 228. 130 |l srael 147.237.0.120 |ml ui maka. i df.illUhknown Paraneter cellularTyp in ww mlui maka.idf.il/1422-he/ ml ui maspx |B ock 1
109. 253. 228. 130 |l srael 147.237.0. 120 |ml ui maka. i df . i lflUhknown Paraneter cell in wwy nlui maka.idf.il/1422-he/nilui maspx B ock 1
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