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Top Attackers 

46.19.86.227, Israel

46.19.86.224, Israel

192.115.116.26, Israel

212.179.21.194, Israel

183.60.175.22, China

91.121.135.78, France
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

91.121.135.78 France 147.237.0.120 miluim.aka.idf.ilET WEB_SERVER Fake Googlebot UA 1 Inbound 1

183.60.175.22 China 147.237.0.120 miluim.aka.idf.ilET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

213.8.241.118 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3461

82.166.202.245 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2216

31.168.184.85 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1024

46.19.86.242 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.178.29.210 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 121

176.13.237.162 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 90

79.182.60.115 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

5.29.173.156 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 49

46.19.86.93 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 40

46.19.86.93 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 37

2.53.61.96 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

176.13.237.162 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 16

79.179.131.237 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 16

77.139.197.93 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different window scale alert 13

77.139.197.93 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 13

77.124.62.86 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 10

89.237.119.21 France 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

46.19.86.224 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

37.26.148.232 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

199.203.63.155 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

89.237.114.87 France 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

46.19.85.218 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

79.180.185.118 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

46.19.86.227 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 7

46.19.86.227 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 6

46.19.86.187 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 6

46.19.86.187 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 5

46.19.86.227 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 4

79.181.140.128 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

192.198.151.43 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

212.179.21.194 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

79.180.98.197 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

77.127.17.98 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

77.127.17.98 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack monitor 4

213.8.204.1 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.19.86.227 Israel 147.237.0.120 miluim.aka.idf.ilBlock HTTP Non Compliant monitor 4

46.19.85.142 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence monitor 4

199.203.84.253 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

2.55.51.0 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

77.139.76.253 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

5.22.134.101 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.163 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

46.19.85.142 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

213.8.247.48 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

46.19.86.227 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

46.19.86.224 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.163 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

84.108.144.233 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.86.27 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

77.127.17.98 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

192.115.116.26 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

46.19.86.224 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Abnormally Long Request Block 1

46.19.86.227 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Illegal HTTP Version Block 1

192.115.116.26 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

46.19.86.224 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Malformed URL Block 1

46.19.86.227 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Malformed URL Block 1

212.179.21.194 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to www.miluim.aka.idf.il/shared/clientscripts/      fx:
'scrollhorz',                timeout: 6000,                pager: '

Block 1

46.19.86.224 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown HTTP Request Method Block 1

46.19.86.227 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown HTTP Request Method Block 1

46.19.86.227 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Abnormally Long Request Block 1
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