09-09-2016-15:08:04 to 09-09-2016-16:08:04

1"PT SwNn ()

goOVv

www.gov.il

[Top Targets |

Focused IP Under

Attack Daily Report

Nunmber
a
Attacks

[Top Attackers |

Top Tar get

Nunmber
a
Attacks

Top Attackers




09-09-2016-15:08:04 to 09-09-2016-16:08:04

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




09-09-2016-15:08:04 to 09-09-2016-16:08:04

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-09-2016-15:08:04 to 09-09-2016-16:08:04

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



09-09-2016-15:08:04 to 09-09-2016-16:08:04

|Top Attackers In FW |

A tacker

Target Address |Ste

Sgnature

Ceo

2.53.158.148 |Israel 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 1746
Ret r ansni ssi on dr opped.

109. 67. 179. 33 |Israel 147. 237. 0. 120 |nil ui maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 1024
Ret r ansm ssi on dr opped.

77.127.68.168 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

46. 19. 86. 220 | srael 147.237.0. 120 |m | ui maka.i df.i |SYN At t ack SYN -> SYN- ACK -> RST noni t or 137

46. 19. 86. 220 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 97

79.178.11.226 |Israel 147.237. 0. 120 |nil ui maka. i of i (2 €3M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 64
Ret r ansni ssi on dr opped.

189. 150. 56. 32 |[Mexi co 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 16

84.229. 45.170 | srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 9
Ret r ansm ssi on dr opped.

46. 19. 86. 220 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5

213. 151. 45. 206 |l srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4

2.55.167. 187 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 4

212.179. 21. 194 |I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 4
Ret r ansm ssi on dr opped.

79.180. 107. 82 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4

79. 180. 157. 226 |l srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 3

46. 19. 86. 220 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence Inval id ACK nunber alert 3

85. 64. 81. 64 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 2

46.19. 85. 250 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 2

46. 19. 85. 250 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2

84.229.45.170 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 2

46. 19. 86. 49 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1

87.71.35.214 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 1

109. 64. 13. 23 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1

213.8.204. 1 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 1
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