
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

11

1

mi
lu
im
.a
ka
.i
df
.i
l

Top Attackers 

192.116.232.69, Israel

Top Attackers

Number
Of

Attacks

0

1

19
2.
11
6.
23
2.
69
, 
Is
ra
el

 09-08-2016-13:08:03 to 09-08-2016-14:08:03 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

 09-08-2016-13:08:03 to 09-08-2016-14:08:03 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 09-08-2016-13:08:03 to 09-08-2016-14:08:03 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

 09-08-2016-13:08:03 to 09-08-2016-14:08:03 



Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

2.53.29.51 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2825

79.178.129.163 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2568

46.19.86.36 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

192.114.91.244 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.55.169.147 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack monitor 49

79.178.96.164 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 29

2.55.169.147 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 26

79.179.24.139 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

46.19.86.135 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 25

177.238.116.118 Mexico 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Checksum

Invalid checksum. Packet dropped. drop 16

194.90.119.162 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 16

46.19.86.99 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

176.13.234.251 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

85.65.86.236 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

109.67.211.154 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 9

194.242.172.245 France 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

132.64.167.100 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

132.76.61.52 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 8

199.203.215.1 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 8

194.242.172.245 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 7

89.237.119.239 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 5

46.19.85.176 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 5

80.38.19.181 Spain 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 5

37.26.146.245 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

81.218.194.77 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

79.182.31.23 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

197.235.179.5 Mozambique 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

31.210.186.174 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

2.55.171.154 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

2.55.148.248 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

46.19.86.135 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 3

46.19.85.94 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.135 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

46.19.86.135 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 2

5.28.183.48 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

77.138.48.179 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

79.177.174.237 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

201.166.17.148 Mexico 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Checksum

Invalid checksum. Packet dropped. drop 1

46.19.85.176 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

8.21.199.27 United States 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

109.67.211.154 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

77.139.152.171 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

37.46.38.214 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.135 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

212.235.39.81 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

77.139.152.171 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.94 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

176.13.239.73 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

88.202.218.242
United
Kingdom

147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.86.230 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

192.116.232.69 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1
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